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INNOVATION
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ABSTRACT
In low- and middle-income countries (LMIC), community health care workers (CHCW) are the pri-
mary point of care for millions of people. Mobile phone health applications (mHealth app) are
the preferred technology platform to deliver clinical support to CHCW. In LMIC, limited regula-
tory oversight exists to guide quality and safety for medical devices, including mHealth. During
the development of a mHealth app to assist CHCW with patient assessment and clinical diagno-
sis in rural South Africa, we applied human-centred design (HCD) and a bioethics consultation.
The HCD approach enabled us to develop a mHealth app that responded to the needs and
capacities of CHCW. The bioethics consultation prompted early consideration of safety concerns,
social implications of our mHealth app and our technology’s impact on the CHCW-patient rela-
tionship. In this study, we found that combining a HCD approach with bioethics consultation
improved the design quality and reduced safety concerns for our mHealth app.
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1. Background

Over the last 15 years, the United Nations Millennium
Development Goals increased attention on health care
improvement in low- and middle-income countries
(LMIC). Several programmes introduced community
health care workers (CHCW) as an effective way to
expand access to health care for people in LMIC.[1]
Other initiatives have built upon the successful CHCW
model, including the UN’s Millennium Villages project
that in 2013 set a goal for one million CHCW to
expand access to health care for 650 million people in
LMIC.[2] With this rise in access to health care deliv-
ered by CHCW who go into the community to deliver
care, attention has increasingly focussed on how best
to equip them with tools to improve their diagnostic
and treatment capabilities.[2] The aim has been to
leverage technology in order to provide a high level of
care that can safely be delivered by the CHCW.

1.1. Mobile health as a daily tool for community
health care workers

Particularly, in LMIC, information and communication
technologies have been heavily developed in recent
decades in order to accelerate regional development.

This digital telecommunication infrastructure enabled
leapfrogging traditional land-based telecommunication
systems.[3] As a result, mobile phone-based communi-
cation is widely used in LMIC. This widespread avail-
ability of mobile phones facilitated the idea for mobile
phone-based applications (app) as a diagnostic and
treatment support tool.[4]

A recent study showed that a majority (57%) of the
introduced mobile health (mHealth) apps were for
data collection.[5] In South Africa, the work of CHCW
includes providing basic health services, supported
self-care for patients, health promotion and education.
Further, they provide medication adherence support
for patients with tuberculosis and HIV/AIDS. This sup-
port to patients with chronic diseases is expected to
reduce disease complications and prevent unnecessary
hospital visits and admissions.[6] The Department of
Health in the Western Cape province of South Africa is
discussing expanding the competences of CHCW by
introducing new tasks such as screening for immunisa-
tions and providing maternal/child health care.

We developed ClinicalGuide, a mHealth app
designed for use by CHCW in rural South Africa.[7]
ClinicalGuide integrates the pneumonia diagnostic tree
of the Integrated Management of Childhood Illnesses
(IMCI) recommended by the World Health
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Organisation (WHO).[8] The IMCI guidelines have
shown to be effective in primary health care clinics in
the Western Cape province of South Africa.[9] Until
recently, IMCI guidelines were only available in printed
form, which made them difficult to navigate, hard to
keep up-to-date and expensive to distribute.

1.2. Developing a high-quality system for
low-resource markets

Increasingly, evidence shows that health technologies
are designed but not adopted due to the inappropriate-
ness of technology or the lack of its usability; many
mHealth apps are built, prototyped, but never
used.[5,10] While mobile phone use is ubiquitous
throughout LMIC, this does not necessarily translate into
CHCW adopting this technology in their daily work.

Manufacturers and innovators are often confronted
with unclear regulatory guidelines in LMIC markets.[11]
The standard method for addressing quality and safety
for medical product design is to follow the regulatory
standards of national governing bodies, such as the
USA’s Food and Drug Administration (FDA). Medical
device regulations are developed on a national level
and due to this path-dependent development, they
are inconsistent worldwide.[12]

This project focussed on developing a high-quality
diagnostic tool for CHCW in LMIC. Thus, we applied
human-centred design (HCD) methods in the develop-
ment process to improve the usability and the likeli-
hood of its adoption. Furthermore, to fulfil our
commitment to build high-quality apps in the face of
the regulatory gap, we partnered with a bioethics con-
sultant to have a health care ethics consultation
(HCEC) from the outset of our design process.
Bioethics, a discipline at the intersection of law, medi-
cine and ethics, considers the legal, social and ethical
implications of health technology, medicine and sci-
ence on society.[13] This novel approach provided an
opportunity to review the ethical considerations of the
app and to better understand its acceptability.

Our objective was to evaluate the impact of both
HCD and a HCEC on the development of a mHealth
app for CHCW in South Africa. This manuscript
describes how these interventions were used and their
influence on the app’s development process.

2. Methods

We introduced two methodological interventions at
two stages of the app development process: the con-
cept development stage and the prototype testing
stage. The first intervention was the use of HCD to

create a responsive app with good quality interaction
– a user can easily and effectively navigate the inter-
face and the device is useful and desirable. The
second intervention consisted of a HCEC to identify
and address ethical concerns, particularly related to
safety of the app.

2.1. Human-centred design

HCD is a cadre of methods and processes that focus
product design on the needs and capabilities of the
intended user.[14] HCD involves observing, interview-
ing and latent needs finding in order to understand
the problem from the user’s perspective. HCD counters
the tendency to build product solutions in abstraction.
HCD integrates feedback from prospective users at
each stage of design. HCD informs solutions that are
responsive to the user’s experience and needs
throughout a product’s development.

2.1.1. Concept stage

ClinicalGuide was developed iteratively in a user-driven
approach with frequent, informal interactions between
many stakeholders such as engineers, software pro-
grammers, CHCW and public health researchers.
Engineers and software developers visited CHCW set-
tings in South Africa over several iterations, evaluated
needs and were immersed in the context. Following
these steps, specifications for ClinicalGuide were devel-
oped and updated. The software was developed using
an agile approach using Scrum with weekly sprints.[15]
Sprints were planned using a backlog that featured
direct feedback from stakeholders in the field.

2.1.2. Prototype stage

Once a functional prototype was ready, we were inter-
ested in a formal usability evaluation. The primary goal
of this evaluation was to assess three components of
usability that would evaluate HCD effectiveness: (1)
the efficiency of the app, (2) user satisfaction and (3)
the difficulty in learning to use the app.

ClinicalGuide was assessed in an usability study.
We conducted a workspace analysis with structured
interviews and observations in a simulated environ-
ment. The participants were asked to “Think
Aloud”,[16] and an audio and video recorder logged
the results. This technique is a well-established
method to test user interfaces;[17] it enabled us to
accurately track the interaction of each participant
with the app and, thus, allowed us to assess for inef-
ficiencies or deficiencies in the interface. Each partici-
pant was given two simulated patient scenarios to
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walk through using the assistance of a smartphone
with the ClinicalGuide installed (Appendix A). Steps
used and difficulties to assess the virtual patient were
observed by a moderator (WK, HP). The moderator
provided assistance if tasks could not be performed
after two attempts. After finishing each scenario, the
moderator interviewed the participant about difficul-
ties encountered, actions that would have been done
differently without the ClinicalGuide and general
comments regarding the experience. User satisfaction
was assessed with the Computer System Usability
Questionnaire (CSUQ).[18] Specific durations of each
task, error rates and subjective feedback were used
to identify usability difficulties.

2.2. Health care ethics consultation

In advanced care settings, a clinical ethics consultation
may be requested when a clinician encounters two
potential courses of action, each with different risks,
burdens and benefits.[19] A clinical ethics consultation
facilitates clinicians and patients to make shared deci-
sions in these complex situations.[20]

Introduction of mHealth technology enables the
CHCW to deliver a higher level of care and broadens
the scope of practise. However, as CHCW are isolated
at the point of care, relying upon a digital assistant to
guide clinical decisions, we recognised that the locus
of clinical power shifts from trained clinicians in the
clinic to CHCW in the field. Thus, developers need to
understand the health care ethics implications of their
technology on the clinician-patient relationship.

The consultation for ClinicalGuide addressed these
aspects of health care ethics:

(1) privacy, quality, reliability and safety of the
technology

(2) research with human subjects
(3) clinical ethics issues arising from the technology
(4) social justice implications with inclusive innov-

ation considerations
At the time of the study, there were no health

care ethics frameworks or assessments for mHealth
apps targeting LMIC. Therefore, we developed a
framework to consider the ethical implications of
ClinicalGuide (see Appendix B). The ethics consult-
ation framework drew upon: bioethics,[13] research
ethics,[21] clinical ethics,[19,20,22] ethics of care,[23]
public health ethics,[24] human rights [25] and inclu-
sive innovation.[26]

2.2.1. Concept stage

The bioethics consultant (KE) applied the framework in
an interview with the development team lead (WK).

The interview was audio recorded and analysed. Issues
that were identified during the consultation were
highlighted for review with other members of the
development team.

2.2.2. Prototype stage

The bioethics consultant applied the framework in
interviews with the development team (WK, HP).
Furthermore, in order to understand the ethical and
relational implications of the new technology on
shared decision-making and the clinical relationship
at the prototype usability stage, the bioethics con-
sultant applied the framework in interviews with
users (CHCW), a clinic nurse supervisor and rural
South African community members (i.e. potential
patients). Interviews with CHCW and the clinic nurse
supervisor were the same participants as the usability
testing. These interviews were voice recorded without
personal identification to maintain anonymity. The
interviews followed a structured format (Appendix C)
that began with open-ended questions eliciting the
participant’s experience with ClinicalGuide. Questions
then probed the types of clinical uncertainties that
CHCW regularly encountered and how CHCW
responded to these difficult clinical situations. The
interviews ended with questions that systematically
assessed the CHCW perception of the benefits, risks
and concerns of using ClinicalGuide in this setting.
The recordings were transcribed and analysed. These
interviews with CHCW, patients and development
team were summarised, analysed for issues, and dis-
cussion points were reported to the development
team lead.

2.3. Subjects and study location

After approval by the Health Research Ethics
Committee 2 of Stellenbosch University, we had infor-
mal interviews with 5 subjects at the Ukwanda
Center for Rural Health in Worcester, South Africa
during the concept stage. Then, at prototype stage,
10 CHCW were recruited and provided written
informed consent for the usability analysis and ethics
consultation in the prototype stage. We considered
10 a sufficiently large number for two study sites to
identify the core issues in ClinicalGuide.[27] The sub-
jects were active CHCW who work for the Home
Community-Based Care programmes in Avian Park,
Worcester and Rusthof Home Care, Paarl. The study
was performed in a dedicated room at the headquar-
ters of the respective centre. Additionally, two com-
munity members and a nursing supervisor were
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recruited and provided consent to participate in this
study.

2.4. Materials

ClinicalGuide prompts the CHCW to ask relevant
clinical questions, prompts for observed symptoms,
provides recommendations and suggests treatments.
ClinicalGuide automatically logs assessment data and
records administered treatments, which are saved to
a local electronic database. For the usability study,
ClinicalGuide was customised to the workflow of the
CHCW in the field. It included a Tuberculosis Direct
Observation Therapy Short-course (TB DOTS) rule set
that presents a series of instructions for drug
administration and a questionnaire for drug side
effects. The WHO IMCI cough and difficult breathing
rules of Western Cape’s Department of Health were
implemented. They consisted of observation and
questions regarding general danger signs, followed
by specific questions regarding pneumonia diagno-
sis. Treatment for pneumonia did not include pre-
scription and administration of antibiotics, as this
was outside the scope of CHCW in this district at
the time.

ClinicalGuide was installed on two low-to-middle
range Android smartphones (Samsung Galaxy Nexus
and HTC One V). At the time of the study, both
phone models were more than a year old and func-
tionality matched recent low-cost smartphones. The
two models were chosen for their variation in
screen size (Nexus: 4.65 inches, 720� 1280 pixels;
One V: 3.7 inches, 480� 800 pixels) allowing for
testing the usability of the interface in two
configurations.

3. Results

3.1. Concept stage

3.1.1. Human-centred design

Observations and interviews showed that CHCW visit
1-20 assigned patients per day, mostly travelling by
foot. Collecting data for each patient is a heavy bur-
den for CHCW, because various administrative enti-
ties require different documentation for each patient.
Not all CHCW are trained in the same manner and
they do not all have the same medical proficiencies.
Due to the distances travelled, as well as the
absence of their supervisor while visiting their clients
at home, many CHCW are disconnected from the
health system at the point of care. Mobile phones

are available and people frequently use smartphones
that feature a large touch screen. Therefore, the
integration of electronic guidelines into a mHealth
app is possible.

Analysis of the weekly time investment revealed
that administration, transportation and patient care
take up equal portions of the available time.
Therefore, administrative features such as generation
of statistics and weekly reports were developed and
integrated into the app. These reports were configured
so that they could be adapted to the varying reporting
requirements of the care centres.

Immobile chronic disease patients were reported to
be the most frequently visited patients. Encounters
with sick children were rare. The IMCI guidelines were
not frequently needed nor applied. Although IMCI
were part of the training, CHCW did not show profi-
ciency on all aspects and did not carry the guidelines
with them. These observations supported our efforts
to digitise the IMCI guidelines.

3.1.2. Ethical considerations

The systematic review during the concept stage
facilitated identifying ethical issues proactively.
Our framework included the relational aspects of
the technology – how the technology would
impact the clinical relationship, the social implica-
tions of the CHCW using this new technology and
the cultural gaps between the developer team and
the users.

The interview reviewed technical aspects of the
app, such as who might be adversely impacted by
hardware/software failures, what measures were taken
to mitigate those failure risks, and how would failures/
updates be managed. It also assessed the clinical
aspects of ClinicalGuide, such as whose clinical guide-
lines were selected, how would clinical guidelines be
maintained/updated and how would the device
impact the CHCW–patient relationship. The social
implications of the new technology were considered;
giving someone a smartphone might be a motivator
to adopt the new technology, it might elevate their
status in the community and/or it might make them a
target for crime. There were no right or wrong
answers. The framework prompted discussion that fos-
tered awareness of these potential issues early enough
so that they could be addressed in the design process.

Reviewing these questions at the outset of the
design allowed the development team to consider
including social and ethical implications in the specifi-
cations and requirements. The team found that having
these issues raised strengthened usability and

4 K. M. ETTINGER ET AL.



supported better design, because they were prompted
to see beyond the technical impact of the app and
were able to better appreciate the social context of the
CHCW and patients.

3.2. Prototype stage

3.2.1. Human-centred design

3.2.1.1. Participants Six participants from the study
site in Paarl and four from Worcester enrolled in the
usability study. The participants were all female and
between 24 and 50 years old. They had between 3
months and 17 years of health care experience. All
participants personally owned a mobile device; partici-
pants used mobile phones frequently (6) or occasion-
ally (4). Four participants owned a smartphone
(touchscreen) and used this frequently; the same num-
ber of participants had never used a smartphone. All
10 participants indicated inexperience using personal
computers (PC); six had never used a PC.

3.2.1.2. Usability In scenario A, four tasks were not
completed a single time each (Figure 1). The incom-
plete tasks A11–13 were skipped because the subject
mistakenly pressed the “home” button during task A11
and the scenario was stopped early. Observing this

behaviour prompted us to add a warning pop up to
confirm the user’s desire to end an assessment prema-
turely. The login task (A2) required the highest rate of
help from the moderator, due to difficulties in under-
standing touch screen keyboard activation.

In scenario B, the task that caused the most difficul-
ties was B4 “using the calendar function” (Figure 2).
Other incomplete tasks were creating a new patient
(one participant) and closing the application (one
participant).

The median time to complete scenario A was
6.9min (range 5.5–10.6min) and was 6.8min (range
4.1–12min) for scenario B. Self-reported inexperienced
smartphone users performed the slowest assessments
in scenarios A and B and experienced smartphone
users completed the two scenarios fastest.

A perceived challenge was creating a new patient
record from the patient management screen. The icon
in the upper right corner of the screen was not identi-
fied immediately as a possible entry point. Overall, the
participants found that not all icons were intuitive;
though they also commented that once the icons
were explained, the use of the ClinicalGuide was much
easier.

One participant confused the Yes/No input and
inverted the answers given during scenario A. This
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Figure 1. Completion rates for each task in scenario A. See Table A1 for task descriptions.
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Figure 2. Completion rate for each task in scenario B. See Table A1 for task descriptions.
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went unnoticed in the subsequent review screen.
However, since an incorrect diagnosis was suggested
by the app, the participant overrode the proposed
incorrect diagnosis and an alternative, more likely
diagnosis was chosen. In three scenarios, participants
overrode the suggested diagnosis/treatment. From
debriefing, the reasons for these override decisions
included one accidental and two intentional due to a
perceived incorrect diagnosis.

Participants using the smartphone with the smaller
screen size commented on the fact that the font size
was very small and found it difficult to read at times. It
was further stated that typing using the small letters
and numbers of the smartphone keyboard was difficult.

The patient assessment process was judged to be
easy to use. It was commented that the process of the
assessment was easier and quicker than the traditional
paper-based assessment. Statements were as follows:
“Quicker than writing down”, or “Less writing”, “Collect
information easier and quicker. Not lose information”.

3.2.1.3. Computer system usability questionnaire
(CSUQ) CSUQ analysis showed a high degree of over-
all satisfaction with the use of the ClinicalGuide on the
smartphone. An average score of 2.96 out of 3 was
obtained; where 3 would be complete satisfaction and
�3 no satisfaction. The five questions that did not
receive full scores (2) were as follows:

� It was simple to use this interface.
� I feel comfortable using this interface.
� It was easy to learn to use this interface.
� This interface gives error messages that clearly tell

me how to fix the problems.
� The information (such as the manual, on-screen

messages and other documentation) provided with
this interface is clear.

One comment obtained was “It was a bit difficult at
the beginning but the more you work with this inter-
face, it is going to be a useful thing”.

3.2.2. Health care ethics consultation

3.2.2.1. Interviews with development team. The
interview questionnaire of the team at the prototype
stage resulted in no new issues being identified.
However, the results of the 14 user interviews at this
stage provided useful and important feedback and
insights for the development team.

3.2.2.2. Interviews with CHCW. The depth of training
(range: three months to one year) and experience

were evenly distributed across both sites. Generally,
CHCW reported a high degree of cooperation from
patients and their families. Nonetheless, all CHCW had
encountered at least one difficult situation including
navigating conflicts between patient preferences and
clinical recommendations (particularly for behavioural/
lifestyle changes related to chronic disease) and being
asked to do tasks beyond their scope of care. As well,
CHCW often mediate conflicts between patients and
their family members regarding care. CHCW regularly
contact their nursing supervisor when they encounter
a situation about which they were uncertain – this
was done by making a phone call from the patient’s
home or discussing the case upon return to the clinic.

CHCW reported positively about their initial experi-
ence with ClinicalGuide and its implications for their
workflow. They did not have concerns about privacy
of data, because they already collect patient data on
paper. None believed that their patients would object
to them using the app or their data privacy, and four
recognised that they would have to explain the app to
their patients in order for them to feel comfortable
about it. Two participants raised concerns about the
reliability focussing on what happens to data if the
phone would crash, the phone was stolen or the net-
work was down. Since the use of a backup function
was not explained as part of the usability study, we
considered this as indicating that the CHCW valued
the importance of the data collected.

CHCW were confident that if they were provided a
mobile device from their health care centre, then it
would mean that the device had been adequately vet-
ted for quality. At least two participants expressed that
it was imperative for the app to explain the basis for
its recommendations in order for them to rely upon it.

CHCW had varying perspectives on whether they
would trust recommendations of the app when these
departed from their own judgment. Five responded
that they would do what the app prompted while
three said that they would likely trust their own judg-
ment over the app and two said they would contact
their supervisor. This variation did not correlate with
the length of training or years of experience. When
asked about the safety of the app and whether it
might bring harm to patients, two CHCW raised con-
cerns about their own personal safety carrying a
smartphone in the areas that they serve.

3.2.2.3. Interviews with patients. Two community
members, who could be prospective patients with
ClinicalGuide, were interviewed. All were amenable to
the idea that a CHCW might use a smartphone to
gather information and guide clinical decision-making.
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They did not express any concerns regarding privacy,
quality, reliability or safety of the device. Generally,
they exhibited a deferential view towards the CHCW
as a health care provider. However, when posed with
the hypothetical question about their child being very
sick, but the device suggested to wait for two days, all
said that they would take the child to the clinic/hos-
pital against the advice of an app.

3.2.3. Impact of interventions

At both stages (Table 1), HCD provided the significant
insights that impacted the product’s design and devel-
opment; likewise, the HCEC with the development team
raised awareness and impacted the specifications and
design at the concept stage. However, at the prototype
stage, the HCEC with the users (CHCW) provided the
most significant insights to improve the product’s
design.

4. Discussion

In this study, we showed that the use of a smartphone
equipped with a diagnostic application can serve as a
work aid for CHCW in rural South Africa. By applying
HCD methods and a HCEC, we identified usability
problems, user concerns and safety issues that might
otherwise not be identified prior to implementation.

4.1. Human-centred design aspects

Very little is known about the usability of mHealth sys-
tems in low resource settings, in particular for CHCW.
In Hudson et al. a pulse oximeter for the smartphone
was successfully evaluated for usability in Uganda.[28]
However, the study focussed on use in the operating
room by trained anaesthesia personnel. In a similar
approach, a predictive app for post-discharge deaths
in Ugandan hospitals was assessed for usability.
Subsequently, implemented improvements led to
shorter task completion times of data entry and vital
sign measurement.[29] IMCI have been implemented
into personal digital assistants and tested for efficiency
and compared to standard practise of trained clinicians
in Tanzania.[30] Overall, 27 clinicians increased their
adherence to IMCI guidelines. A mHealth tool for deci-
sion support on cardiovascular disease was developed
in collaboration with end-users and field tested in
India.[31] All three of these studies were conducted
with trained medical personnel and thus may not dir-
ectly apply to CHCW. In an Ethiopian maternal health
setting, it was reported that CHCW rapidly learned the
use of touch screens and were comfortable with
mHealth apps.[32] However, this was assessed only

during the implementation phase without formal
usability testing during prototype development.

It was suggested that mHealth tools can easily
become a burden to health workers if the solution is
too technologically focussed.[33] It was pointed out
that particularly for CHCW for whom the only pre-
requisite is literacy and who serve as the frontline of
health care delivery for many people in Africa, the
expansion of skills and competencies via an electronic
device should include evaluation of usability. Mobile
phones as functional job aids can improve the likeli-
hood of adoption by CHCW.[33] This aligns with our
goal to provide functional and usable mHealth
solutions that could reduce the administrative work
burden of CHCW. As previously discussed by Kallander
et al., apps should be tailored to the target population
and users should be included in the design process in
order to prevent negative impact of technology on
the workload of CHCW.[10]

Technology should not only be used to facilitate
data collection, but should support the CHCW in effi-
ciently accomplishing tasks. Reports of CHCW training
and capacities are varied.[34] Thus, it was unclear how
prepared CHCW were to use smartphone-based clinical
apps. When developing ClinicalGuide, we applied HCD
methods because we recognised the importance of
understanding the clinical and technical capacities of
our intended users. Our HCD analysis revealed that
CHCW spend a third of their time with administration
and reporting. Thus, there was a need for an app that
enabled electronic record keeping. Participants
acknowledged the potential value of recording assess-
ments electronically. We believe that we have reached
a suitable compromise between complexity and usabil-
ity of the app. Data entry was limited to the entry of
new patient information, which in the case of the
CHCW working in a home-based environment, does
not occur frequently. In a different setting where
CHCW would encounter many new patients, this could
become a significant time burden and would need to
be studied separately. The CSUQ usability question-
naire revealed very high acceptance with no rating
below 2 out of 3, where 3 is the highest satisfaction
and �3 the lowest. Interestingly, this high acceptance
coincides with observations in other mHealth usability
studies.[29,31]

4.2. Ethical and safety aspects

Early identification of ethical concerns means that
these issues can be addressed in the design process.
While mHealth app developers face many constraints,
every design decision reflects an exercise of
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discretionary power. The pressure to rapidly develop a
working prototype at minimal cost is intense. Unlike
medical devices, where a product is completed, then
tested for efficacy, mHealth apps tend to be devel-
oped iteratively, released with bugs and updated regu-
larly even after they are in use. The “fail early, fail
often” mantra touted in design and agile technology
development may not be appropriate when applied to
health care – in health care, when we fail, we fail real
people. In this regard, mHealth apps differ critically in
their development from traditional medical devi-
ces.[35] At the time, this project was initiated, the FDA
was silent about regulation of mHealth apps,[36] and
there was no regulatory guidance in the local South
African market for mHealth apps. Thus, our ethics con-
sultation framework was designed to sensitise the
mHealth app development team to the ethical and
relational impact of their technology. Our develop-
ment team felt that reflecting on these considerations
early in concept development was helpful to inform
specifications and requirements.

In clinical settings, ethical dilemmas for clinicians
and patients often arise around decision-making due
to the imbalance of power inherent in clinical relation-
ships. A patient is vulnerable and dependent on the
clinician to accurately diagnose and prescribe appro-
priate treatment. Bioethics serves as a guide to bal-
ance the power in clinical interactions by balancing
the principles to honour a person’s autonomy (respect
for persons), to promote patient well-being (benefi-
cence) and to do no harm (non-maleficence).[13]
CHCW reported encountering ethical dilemmas such
as being asked to provide care beyond their scope of
practise and negotiating conflicts with patients about
adhering to medication plans. CHCW recognised the
need to balance their clinical interest in a patient’s
wellbeing (beneficence) with the patient’s right to self-
determination (autonomy). CHCW recognised their
patients’ rights and the importance of partnering with
their patients for shared decisions about care. CHCW
reported negotiating these difficult situations adeptly,
and as needed, they sought the support of their nurs-
ing supervisor.

For the ClinicalGuide development team, it was
informative to have heightened awareness of the clin-
ical relationship dynamics, the shared decision-making
model, and the need to balance competing bioethical
principles. As mHealth apps, such as ClinicalGuide,
expand the scope of practise for CHCW enabling
CHCW with low levels of training to fulfil higher skilled
clinical tasks, it becomes essential for developers to
understand the ethical implications of their technology
on the clinical relationship. To improve the likelihood

that CHCW will follow a mHealth app recommenda-
tion, mHealth apps that respond to the variability
among CHCW users could provide the rationale for a
recommendation, confirm whether the user followed
the app’s recommendation and evaluate clinical out-
comes to enhance confidence in its recommendations.
Further, tracking the frequency and type of recom-
mendations overruled could lead to improved decision
rules and to identifying topics for further training.

Given that regulatory oversight in LMIC is limited,[11]
yet CHCW expect that a device provided to them will
have met quality standards, mHealth app developers
have a significant responsibility to deliver a well-
designed and safe product. Particularly for mHealth
apps developed outside of traditional academic settings
(i.e. without institutional ethics review board oversight),
a systematic review of key ethical considerations for the
app, prototype testing and the implementation strategy
would be beneficial. A recently proposed method for
the systematic identification of ethical aspects of health
technology in Sweden provides an additional resource
for developers;[37] however, this framework was devel-
oped in/for Sweden; it has a more theoretical approach
and expects access to an ethicist, it does not address the
relational implications of technology, and it does not
contemplate the culture gaps often in LMIC contexts.

For ClinicalGuide, our interventions, with a focus on
how the technology impacted relationships, yielded
insights that improved the app’s design and accept-
ability. In the light of our positive experience with
these complementary interventions (HCD and HCEC),
we would like to promulgate the concept of relation-
centred design.[38] Integrating these two methods
into a single framework that addresses power dynam-
ics and relational implications of new technology on
the clinical relationship. Relation-centred design
prompts mHealth app developers to build technology
that strengthens the clinical relationship, attends to its
inherent power imbalances and enhances collaborative
decision-making.

We found that the relationship between developers
and users has parallels to the power imbalances in the
clinician–patient relationship, because clinician users
are dependent upon developers to design products, in
which users can trust that they will be able to fulfil
their clinical obligations reliably. Thus, many of the
ethical implications that we considered between a pro-
vider and patient could also be applied to the relation-
ship between the developer and the user. Particularly,
the inclusive innovation questions[26] to “mind the
gap” could be applied to the culture gap between the
development team (highly educated urban dwelling)
and the users (low resource settings) where
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considerable regional, cultural and socio-economic
variation was present. Thus, systematically addressing
ethical issues throughout the product design process
may raise developers’ ethical sensitivity to the app and
their own role.

4.3. Limitations

Limitations included potential for bias in our data col-
lection. The app developer conducted the usability
interviews, and the HCEC interviews were conducted
by the designer of that intervention. Thus, there is a
potential for bias since the same person designed the
intervention, executed the interviews and analysed the
findings. To mitigate this bias, the interviews were
recorded for impartial review. In the future, having an
independent interviewer complete the interviews
could mitigate this issue. Although the HCEC frame-
work was developed from a synthesis of existing and
established ethics consultation methods, this case
study was the first time that the framework was
applied to a mHealth app.

At the prototype stage, the sample size represent-
ing a limited geographic region of the Western Cape
was small given that the 10 users were divided
between two sites. Also, the patient interviews were
conducted with a self-selected group living in rural
South Africa served by CHCW but was too small a
sample size to draw generalisable conclusions.

4.4. Conclusion

In this study, we found that the combination of a HCD
approach with a HCEC yielded complementary insights
to improve the app and to reduce safety concerns for a
mHealth app designed for CHCW in rural South Africa.

ClinicalGuide holds promise for reducing time spent
on administrative tasks. We gained insight about

CHCW practise and their perspectives on technology
trustworthiness. Identified concerns, such as data reli-
ability and quality of clinical recommendations, raised
awareness in the development team.

From the earliest stage of mHealth app develop-
ment, proactively addressing ethical considerations
helped to inform design decisions, influenced specifi-
cations for the app, and raised the ethical sensitivity of
the design team. The use of ethics consultation
allowed for the identification of potential risks from
the introduction of digital assistants that would not
have emerged with usability and workspace analysis
alone. Therefore, including these health care ethics
considerations early in the design process of mHealth
apps and usability testing, particularly in LMIC markets,
can be informative.

As mHealth apps increasingly inform clinical deci-
sion-making, we recommend that mHealth app devel-
opers apply the complementary methods of HCD and
a HCEC framework into their development process.
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Appendix A

Think Aloud protocol, scenarios (Table A1) and matching pathway (Figure A1).

Table A1. List of tasks for the Think Aloud scenario A (TB DOTs) and scen-
ario B (IMCI Cough & Difficult Breathing).
Task Description

Scenario A Tuberculosis Direct Observation Therapy Short-course (TB DOTS)
A1 Start clinical guide
A2 Login to system
A3 Start follow-up
A4 Select patient
A5 Start new assessment
A6 Select DOTS
A7 Enter side effects (ASK)
A8 Enter side effects (LOOK)
A9 Administrate medicine
A10 Review assessment
A11 Select recommendation
A12 Confirm recommendation
A13 Select treatments & finish assessment

Scenario B IMCI cough and difficult breathing
B1 Start new assessment
B2 Create new patient
B3* Using calendar
B4 Save new patient data
B5 Start IMCI cough & difficult breathing
B6 Enter danger signs (ASK)
B7 Enter danger sign (LOOK)
B8 Enter IMCI (ASK)
B9 Enter IMCI (LOOK, LISTEN, FEEL)
B10 Review assessment
B11 Select recommendation
B12 Confirm recommendation
B13 Select treatments & finish assessment
B14 Close application

JOURNAL OF MEDICAL ENGINEERING & TECHNOLOGY 11



Appendix B

Health care ethics considerations for mHealth
apps developers

To be reviewed during each stage of the app development
process, many of the ethical implications that we consider
between a provider and patient can be translated to how
we think about the relationship between the developer and
the clinician user. These questions can be applied to review
the technical implications as well as the clinical outcomes of
the app.

I. Five key ethical considerations (PQRST)

(1) Is privacy (P) of data an issue with this mHealth app?
How will it be handled? What will be done if there is a
breach of the privacy? On your system’s end? If the
device gets stolen? What harms could come to patient
users if these data are compromised? How does this
patient community feel about the privacy of their health
data? Will there be a way to accommodate variations in
preferences among patients regarding the privacy of their
data?

(2) How will you assure the quality (Q) of this mHealth app?
What are concerns about quality for this mHealth app
that you need to address? What would the outcomes be
of a false positive? Of a false negative? How will you
monitor for that feedback? What will be the criteria to
change the algorithms? What amount of scientific data
will justify a change to the protocol algorithms? How will
you keep the app updated? Will you let users know
when you update the app?

(3) How will you assure the reliability (R) of this mHealth
app? What is the worst harm that could come from the
app failing? How will you track when the app crashes?
What will be your response?

(4) How will you assure a patient’s safety (S) with this
mHealth app? What are the adverse outcomes that could
occur as a result of this app? How will you mitigate those
safety concerns?

(5) How do you intend to address transparency (T) with
regard to issues that may arise with this mHealth app?
Will you disclose bugs identified and crash reports? app
updates? algorithm changes? If so, how will you do this?
If not, why would you choose not to do this? What will
you do to address the trustworthiness of your mHealth
app?

II. Ethical considerations when working with
people (potential users) for prototype testing

(1) Who will be the users of this mHealth app? Is this a vul-
nerable group? What, if any, additional considerations
need to be addressed with this user group (e.g. children,
prisoners, etc.)? Who will be the test subjects during the
prototype phase? What are the criteria for their selection/
exclusion? How will you recruit people to participate?
Why is that the best approach? Is there an aspect of
recruitment that may be coercive?

(2) How will you get the participant’s informed consent?
Who will explain the consent process to them? What
will that person say? Are there concerns about people
potentially not having the capacity to consent or the
freedom to refuse? Does the person overseeing the
informed consent process know how to assess for deci-
sion making capacity? Is there an aspect of this consent
process that may be coercive?

(3) What are the benefits of the mHealth app? What are the
risks of the mHealth app? Do the benefits outweigh the
risks? If a harm arises from participating in the prototype
study, how will you address/redress that? Do the partici-
pants fully appreciate the risks?

Figure A1. Schematic of work flows possible in the ClinicalGuide. The application is composed of four main modules (1. Login/
user admin; 2. Patient management; 3. Patient assessment workflow; 4. Analytics (not tested in this study)). The coloured arrows
show the pathway for the two Think Aloud scenarios. Purple: Scenario A is a TB DOTS follow-up assessment where an existing
user is being visited. Green: Scenario B is a young child that is assessed for cough and difficult breathing and requires first entry
in the database.

12 K. M. ETTINGER ET AL.



(4) How are you assessing the mHealth app’s validity? How
many people do you need to show that the app is safe
and effective? Is this prototype study designed effectively
to achieve the needed outcome? Is this prototype study
designed in the least invasive way for the human
subject?

(5) Are there any conflicts of interest among the team
(recruiters, researchers, developers) with the app? With
the people who will provide informed consent and the
subjects? Any other potential conflicts of interest?
Many mHealth apps may not be required to go through

institutional/ethics review board (IRB/ERB). In countries
where there are no regulatory mechanisms, this framework
provides an important minimum foundation to assure ethical
integrity in one’s mHealth app development.

III. Clinical ethics considerations: relation-centred
design and inclusive innovation

(1) How does the clinical relationship factor into the prob-
lem as identified?

(2) How does each participant in the clinical relationship
view the problem as identified?

(3) How does this concept for mHealth app influence the
clinical relationship?

(4) How does shared decision making fit into this app’s
function? Is it necessary? desirable?

(5) How does the app support shared decisions?
(6) What are the gaps of culture between clinician and

patient?
(7) What are the gaps of geo-political-socio-economics

between clinician and patient?
(8) What are the gaps of systems between clinician and

patient?
(9) What are the gaps of power between clinician and

patient?
(10) How does the app address these gaps to bridge and/or

minimise them?
For mHealth app developers who design apps for people

from a difference place, such as an mHealth app developed
in North America for use in Africa, the last four minding the
gap questions that address the relational differences
between the clinician and the patient may also be relevant
to consider the culture gaps between the mHealth app
developer and the users. These mind the gap questions
identify four relational areas to consider for inclusive innov-
ation when developing a new technology.

Appendix C

Questions to elicit health care ethical concerns of CHCW

I. Scope of practise

1. What types of patients do you see?
2. What was your training?

3. How long have you been in your current role as CHCW?
4. How does your practise work?

a. Do you see the same patients regularly?
b. What is your schedule?
c. Do you see patients in their homes or in the clinic or
both?

II. Ethical encounters in practise

1. Do you ever encounter situations where you are uncertain
about what to do for a patient when you are in the field?
a. Please describe some examples.
b. How often does this happen?
c. What do you do when a situation like this arises?

2. Please describe if you ever encounter situations that made
you feel uneasy or uncomfortable when you are in the
field and what you did?

3. Please describe if you ever had a conflict with a patient or
their family about the care plan and what you did?

4. Do you ever have conflicts with other CHCW over how to
provide care for a patient?

5. What is your familiarity with the concept of health care
ethics? If so, how do you understand it in your work?
a. In the care provider relationship, you have a power

imbalance because the patient is dependent on you.
How do you handle this power?

b. What if what you want for a patient is different from
what s/he wants, how do you resolve those situations?

III. Experience with ClinicalGuide

1. How was your experience with the device?
2. Do you think that it will help you seeing patients? (If so,

how?)
3. Do you think this device will change how you interact

with patients?
4. Do you have any concerns about using this device?
5. Do you think your patients will have any concerns about

you using this device?
6. Do you have any concerns about having the patient’s

data on it?
7. Do you have any concerns about privacy for the patient’s

data?
8. Do you have any concerns about the reliability of the

device?
9. Do you have any concerns about the quality of the

recommendations?
10. Do you have any concerns about the safety for the

patients from you using this device?
11. Are you concerned about your own safety carrying this

smartphone device?
12. Hypothetical: If there was a case where the app said that

there is no pneumonia, but when you looked at the child
with your eye, the child looked very sick, would you fol-
low the app’s recommendation?
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