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Abstract—As the Internet of Things (IoT) grows, its
failures may have dramatic consequences on the lives
of people who depend on it. Yet, it is hard to test IoT
systems before they are deployed. Several researchers
have provided state-of-the-art approaches for testing
IoT systems. However, many of those approaches are
based on academia rather than industry. Therefore,
we conducted a multi-method study of IoT systems
testing in the industry with IoT practitioners. We used
three methods: ❶ an industry survey, ❷ practitioners
interviews, and ❸ analysis of Eclipse IoT surveys. This
study focuses on testing IoT systems by industry prac-
titioners. The findings show that ❶ testing focuses more
on the device, network, and application layers. IoT test-
ing gives more importance to integration testing than
acceptance testing. Test coverage is the most important
metric, but metrics may vary depending on the project.
❷ IoT system testing mainly uses the model-based
approach and is often manual or semi-automated, with
low adoption of white box testing. Node-RED is com-
monly used in testing IoT systems, while Amazon AWS
IoT is popular for cloud platform testing of IoT devices.
❸ Log analysis is the main approach to analyzing the
root cause of bugs. ❹ The main challenges in IoT testing
include the lack of standards, security, connectivity,
and reference architecture. Generating test cases and
establishing a standard test approach are recommended
for further research. This study’s findings can help
IoT practitioners and researchers to identify and tackle
challenges in IoT system testing, leading to future
research opportunities.

Index Terms—IoT System Testing, IoT Testing Chal-
lenges, IoT Protocols, IoT Platforms.

I. Introduction

THE Internet of Things (IoT) is a network of inter-
connected physical devices exchanging data over the

Internet [1]. The number of Internet-connected devices
is increasing exponentially, and according to the Cisco
report, it is expected to reach 500 billion devices by 2030
[2]. With this number of heterogeneous and distributed
devices, which have the computing power and Internet-
connected, IoT is shifting the computing capability from
traditional devices, such as server or laptop computers
towards ubiquitous computing.

With IoT evolving day after day, IoT is going to affect
our personal lives and public safety directly [3]. As the
number of IoT systems increases, the probability of failure
becomes higher because of connectivity and scalability
challenges. Therefore, ensuring that IoT systems are tested
is of paramount importance because many IoT systems are
safety-critical [1].

As with traditional software systems, IoT systems must
be tested systematically to ensure their reliability. The
acceptance criteria of the quality of service for any IoT
system are required for each layer of the IoT architecture.
A bug that can occur at any layer, from the device layer
to the application layer, can cause the loss of millions of
dollars and sometimes the loss of lives [4].

However, testing IoT systems is difficult [5, 6, 7, 8, 9, 10,
11] due to the heterogeneity and distributed nature of IoT
systems. Lack of reference architecture for IoT systems,
lack of standards, diverse protocols involved, security and
privacy issues, coupled with insufficient test automation
makes them difficult to test [12]. IoT systems have their
own characteristics, such as connectivity, scalability, com-
plexity, and heterogeneous architecture, which makes them
difficult to test [13] as compared to the traditional systems
that have multiple testing methods and tools to choose
[14]. The testing requirements of IoT systems are different
from those of traditional systems, and therefore existing
approaches for traditional software testing may not be
applied to IoT systems testing. Testing of IoT systems
requires customized testing tools and approaches [15].

Deploying any system without conducting proper test-
ing can have many consequences. Some of the known
examples include the crash of the Bloomberg terminal
in London in April 2015, due to a software defect that
affected more than 300,000 traders on financial markets
and caused about 3 billion pounds of debt for the govern-
ment [16]. Another known example is the case of Nissan,
when the software in the airbag sensor detectors failed,
causing two accidents that prompted Nissan to recall over
1 million cars from the market [17]. Another example is
the software fault that caused F-35 to incorrectly detect
targets in formation in 2012 due to sensors failure [18].
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Ariane 5 launch is widely acknowledged as one of the
most expensive software failures, causing the loss of ap-
proximately 370 million dollars [19]. The cause of this
failure was an undiscovered bug in the rocket’s inertial
reference system. The extensive reviews and tests carried
out during the Ariane 5 development, did not include
adequate analysis and testing of the inertial reference
system, or the complete flight control system, which could
have detected the potential failure.

To minimize the probability of IoT systems failure,
exhaustive testing must be conducted.

Despite several studies carried out to provide state-
of-the-art approaches for IoT systems testing, academic
literature does not provide enough evidence from the
perspective of the industry. While researchers focus more
on the theoretical foundation of IoT systems testing,
practitioners bring hands-on expertise. Their different per-
spectives complement each other and help bridge the gap
between theory and practice [20]. We identified only a
few studies from practitioners that focused either on IoT
systems testing challenges or on IoT testing methods.
Some of those studies were conducted some years ago.
However, the field of IoT is dynamic. The technology,
methodologies, and challenges associated with IoT systems
testing are evolving. Therefore, older studies may not
capture the latest advancements, emerging trends, and
current practices in the field. The main challenges of
IoT practitioners when testing IoT systems can provide
invaluable orientation for new research. This study fills the
gap that exists in the academic literature by exploring the
perspectives of IoT practitioners on the challenges, tools,
approaches, and artifacts related to IoT systems testing
in real-world settings. By gathering this information, we
provide information on the actual needs and experiences
of industry practitioners.

Consequently, we study the approaches and tools to
test IoT systems in the industry. We focus on testing ap-
proaches, tested quality attributes, tools that practitioners
use to test IoT systems, and the main challenges faced
by practitioners when testing IoT systems. We conduct a
multi-method study of IoT systems testing in the industry.
To achieve our objective, we use three methods to obtain
facts from IoT practitioners; (1) an industry survey with
49 practitioners about testing IoT systems, (2) interviews
with 9 practitioners about testing decisions,(3) data anal-
ysis of four surveys conducted by EclipseIoT1 with IoT
systems developers.

We define research questions (RQs) for each method.
• RQs: Primary survey related RQs.
• RQi: Interviews related RQs.
• RQe: EclipseIoT surveys related RQs.

To ensure the quality of our RQs, we follow SPIDER [21],
a framework for formulating qualitative or mixed methods
research questions (RQs) focusing on samples. We also
followed best practices, in particular those provided by
[22, 23].

1Open source community for IoT. https://iot.eclipse.org/

In the survey with IoT practitioners, we answer the
following RQs:

1) RQs1: What are the tools and approaches used by
practitioners for IoT systems testing in the industry?

2) RQs2: What are the quality attributes considered
when testing IoT systems by practitioners?

3) RQs3: What are the artifacts recommended by prac-
titioners for IoT test automation?

4) RQs4: What are the challenges faced by IoT practi-
tioners when testing IoT systems?

We also conduct interviews with IoT practitioners, and
we answer three RQs:

1) RQi1: How do testers choose the right testing ap-
proaches, levels, coverage, and metrics?

2) RQi2: How can the research community contribute to
overcoming testing challenges in the IoT?

3) RQi3: How are testing artifacts automation priori-
tized in IoT systems?

We analyze data from surveys conducted by EclipseIoT
to answer the following three RQs:

1) RQe1: What are the practitioners’ top challenges
when testing IoT systems?

2) RQe2: What are the top IoT communication protocols
and technologies?

3) RQe3: What are the top IoT cloud platforms available
to the testers?

By answering these RQs, we can recommend to both
practitioners and academia, the available testing tools,
testing approaches, testing metrics, test coverage, testing
artifacts, IoT quality attributes, tested layers, and testing
challenges for IoT systems. We present a summary of
our findings from four different perspectives. ➊ Testing
focuses more on the device, network, and application layer.
Integration testing is the most considered testing level,
whereas acceptance testing is the least considered. Test
coverage is the top metric for IoT system testing, and
the choice of metrics varies based on the project. ➋ Mod-
el-based approach is popular for IoT system testing. IoT
system testing is still manual or semi-automated, whereas
the adoption of white box testing is low. Node-RED is the
most used tool in testing IoT systems, while AWS 2IoT is
a popular cloud platform for testing IoT devices. ➌ Log
analysis is the main approach to analyze the root cause of
bugs. ➍ Top challenges in IoT systems testing include lack
of standards, security, connectivity, and lack of reference
architecture. Test case generation and standard approach
for IoT systems testing are the top-recommended research
focus. The main contributions of this study are:

1) Identify the main challenges faced by IoT practition-
ers when testing IoT systems to guide future research.

2) Compile the top-quality attributes considered by
practitioners for IoT systems.

3) Identify testing tools, testing approaches, testing met-
rics, test coverage, testing levels, and most tested
layers in IoT systems by practitioners.

2https://aws.amazon.com
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4) Provide top artifacts to consider for IoT test automa-
tion.

5) Summarize top IoT protocols, technologies, and IoT
middleware.

6) Discussed lessons learned to guide future work.
The rest of this paper is organized as follows: Section II

discusses related work. Section III describes the multi-
method study. Section IV presents findings and answers
to our RQs, while Section V reports our observations
based on the analyzed data. Section VI presents possible
threats that could affect the validation of our answers.
Section VII concludes with future work. Finally, Section
VIII summarizes the lessons learned.

II. Related Work
Several studies summarized the state-of-the-art of IoT

systems testing. One of the studies [24] focused on the
different testing methods, the development of testbeds,
and the challenges faced while implementing IoT systems
testing. The study highlighted the importance of testing
IoT systems in different domains like healthcare, smart
homes, and smart cities before deployment. IoT systems
challenges are discussed by the researchers on many as-
pects of IoT systems development and testing [25, 26]. A
study [27] discussed the potential use of automation and
debugging tools for IoT systems. The researchers in [28]
also suggested some solutions that may solve development
and testing challenges.

Another study [29] surveyed different types of IoT
systems testing and challenges from academia and in-
dustry. However, the above-mentioned studies discussed
challenges based on the academic literature and did not
consider these challenges from the perspective of practi-
tioners. Some recent surveys [30, 31] focused on several
key technologies and issues that need to be further stud-
ied in the development of IoT technologies, applications,
standards, and security. They further showed that security
and privacy challenges need to be studied exhaustively for
IoT systems. The quality of the IoT systems is also affected
by the lack of standardized reference architecture [14]. The
main findings of the above studies concluded that IoT
testing is lagging behind in adopting the best practices and
lessons learned from the software engineering community
in the past decades.

Other researchers focused on testing techniques and
approach for interoperability and integration testing of
IoT systems [32]. Further, they discussed different types of
testing and provided the classification of available testing
methods for IoT systems. Others studied continuous test-
ing for distributed IoT systems, along with a comparison
of 18 tools for the test environment [33]. Researchers in
[4] summarized different quality assurance approaches for
IoT systems from the literature. Their findings identified
the gap in the existing techniques for IoT systems qual-
ity assurance for specific layers of IoT architecture. A
study [34] summarized testing challenges for IoT systems
and IoT systems quality evaluation. It concluded that

the testing of IoT systems is difficult mainly because
of their heterogeneity, distributed nature, and scalability.
The above-mentioned studies also concluded that new
approaches need to be explored for testing IoT systems.

Other studies focused on quality approaches in IoT from
an academic perspective [35, 36, 37]. They focused on
performance evaluation for different layers for the quality
aspects like functionality, reliability, security, maintain-
ability, and performance. They also identified the use
of model-based approaches to assess at least one qual-
ity aspect of IoT systems and presented new insights
and approaches for future research. They claimed that
more studies are needed to explore the use of model-
based approaches to assess the quality of IoT systems.
Furthermore, researchers in [3] also focused on different
methods and principle techniques for quality assurance in
IoT systems.

The study [15] reported the main testing techniques and
tools that have been considered for IoT-based systems.
The study targeted the detailed comparison and analytical
criticism between testing techniques and tools for the main
application domains of IoT. It concluded that there is a
need to identify exhaustively all testing types that have
been applied to IoT, which needs to be addressed.

Another study [38] reported the lack of consolidated
testing approaches. It proposed a semi-automated model-
based generation of executable test cases for system-
level acceptance testing of IoT systems. The study used
UML models of the studied system along with additional
artifacts as input and produces a test suite as output.
Other studies [39, 40, 41, 42, 43, 44, 45] focused on
anomaly detection of IoT systems using other concepts
such as ML3 and DL4 techniques. They analyzed both
normal and abnormal behavior of IoT components to
identify anomalies or faults in IoT systems. Yet, another
study [46] discussed different IoT technologies, protocols,
applications, and related issues. Its aim was to provide
the framework for researchers and practitioners, on how
different IoT protocols work, some key issues of IoT,
and the relationship between IoT and other technologies
including big data and cloud computing.

There are some studies that focused on the type of
testing, and testing artifacts for embedded systems [47].
Others focused on the use of UML models to generate the
test cases for IoT systems [48]. They all highlighted that
their findings can help industry practitioners in choosing
the right testing techniques and approaches for IoT and
embedded systems testing. Their findings can also help
other researchers to have insights into the latest trends
in IoT systems testing and identify the topics which
need further investigation. Another study[49], focused on
methods for test generation from input/output transition
of MBT5 of the SUT6. Another study [12] discussed the
testing patterns in IoT and highlighted the importance of

3ML: Machine Learning
4DP: Deep Learning
5MBT: Model-Based Testing
6SUT: System Under Test
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those patterns. The researchers discussed five test patterns
named test periodic readings, test triggered readings, test
actuators, test alerts, and test actions. They claimed that
it is pertinent to implement the tool to test more patterns
for IoT systems. The researchers also discussed the use
of fault-tolerant technique at different layers i.e., device,
network, and cloud [50].

Despite the above-mentioned studies scattered across
vertical silos, all of them are based on academia. As per
our findings, none of them focused on IoT systems testing
from industry practitioners. IoT practitioners may have
different perspectives regarding current trends for IoT sys-
tems testing. The main concerns of IoT practitioners while
testing IoT systems can provide invaluable orientation for
future research.

In our study, we target IoT practitioners from the
industry, because we did not identify any study focusing
on understanding how IoT systems are tested from the
perspective of practitioners.

III. Multi-Method Study Design
The objective of this study is to analyze the current

state of IoT systems testing from the viewpoint of industry
practitioners and identify the key challenges affecting the
testing process. To achieve our objective, we target practi-
tioners from the industry. We mainly target IoT systems
testers or quality assurance engineers for IoT solutions.
We equally target other professionals in the IoT industry,
including IoT developers, IoT project managers, product
owners, and maintenance engineers. We use the data from
our own survey and data from the survey conducted by
EclipseIoT on developers’ concerns. Both the EclipseIoT
survey and our own survey are important for this research.
Conducted annually, the EclipseIoT survey enables us to
gain a comprehensive understanding of persistent chal-
lenges since 2019. The EclipseIoT survey, with a large
participant pool of approximately 600 developers, provides
breadth, while our survey with 49 participants provides
depth. While the EclipseIoT survey primarily focuses on
developer concerns, our study takes a broader approach,
encompassing testing tools, approaches, and quality at-
tributes considered in IoT. By combining both surveys,
we enhance the comprehensiveness of our research.

Fig. 1 shows the steps of our multi-method study.
We define RQs for each method based on the main

objective. Table I summarizes the defined RQs.
We start with a primary survey to answer four RQs

(RQs1, RQs2, RQs3, and RQs4). Based on survey an-
swers, we conduct interviews with IoT practitioners, who
willingly accepted to participate. We analyze the interview
responses to find the answers to three RQs (RQi1, RQi2,
and RQi3). We also analyze four surveys conducted by
EclipseIoT from IoT practitioners between 2018 and 2022
to find answers to three RQs (RQe1, RQe2, and RQe3).
We relate the answers from each category and draw a
conclusion.

In the process of analyzing the data to find the answers
to our RQs, we use the steps presented in Fig.2.

Define Research Objec�ves

Iden�fy Target Audience and 
Sampling

Select Survey Type

Design Survey Instrument

Evaluate Survey Instrument 

Analyse Survey Data

Extract Findings from Survey 
Data

Report Findings and Lessons 
Learnt

Select Interview Type

Devise Ini�al Interview 
Ques�ons

Confirm Target Audience
(Sampling)

Iden�fy Research Ques�ons Iden�fy Research Ques�ons

Refine Interview Ques�ons

Undertake Interview

Analyse Interview Data

Iden�fy Research Ques�ons

Iden�fy Surveys

Extract Data

Analyse Survey Data

Extract Findings from Survey 
Data

Distribute & Follow up 

Extract Findings from 
Interview Data

A B C

Fig. 1: Research Methodology

The rest of this section is organized as follows: Section
III-A focuses on the primary survey. This section is or-
ganized as follows: Section III-A1 focuses on the target
audience and sampling. Section III-A2 explains the type
of survey we used. Section III-A3 describes survey design.
Section III-A4 describes survey instrument evaluation.
Section III-A5 focuses on how we collect and analyze
answers from the survey. Section III-A6 focuses on RQ
answers and conclusions.

Section III-B focuses on interviews. This section is
organized as follows: Section III-B1 shows the practitioners
who participated in our interviews. Section III-B2 explains
the choice of the type of interview we used. Section III-B3
outlines how we devise the interview questions. Section
III-B4 summarizes the refined interview questions. Section
III-B5 provides details of how we conduct interviews.
Section III-B6 describes how we analyze interview data.
Section III-B7 focuses on the answers to interview-related
RQs.

Section III-C focuses on EclipseIoT survey data anal-
ysis. This section is organized as follows: Section III-C1
shows the surveys we identified from the EclipseIoT com-
munity. Section III-C2 explains how we extract data from
those surveys. Section III-C3 describes how we analyze the
extracted data. Section III-C4 focuses on answers to our
three RQs.

Section III-D relates the answers from primary surveys,
interviews, and EclipseIoT surveys.

III-A Primary Survey

A survey is one of the empirical investigation methods
which is used to collect data from a large population
[51]. We aim to collect both quantitative and qualitative
data from the industry to obtain evidence of the state
of the art of IoT systems testing from the perspective of
practitioners. We follow the steps defined in [51] as shown



“output” — 2023/9/9 — 15:04 — page 5 — #5

5

TABLE I: Research Questions (RQs)

S/No RQs Rationale

RQs1 What are the tools and approaches used by
practitioners for IoT systems testing in the
industry?

We want to learn how IoT systems are being tested in the industry to
complement what has been reported by academia.

RQs2 What are the quality attributes considered
when testing IoT systems by practitioners?

With the lack of standards in the IoT industry, we seek more insights into
quality attributes applicable to IoT systems and possible quality attributes
overlooked when testing IoT systems.

RQs3 What are the artifacts recommended by
practitioners for IoT test automation?

The recommendation from IoT practitioners will help the research com-
munity to focus on the most needed aspects of IoT test automation.

RQs4 What are the challenges faced by IoT prac-
titioners when testing IoT systems?

The feedback from industry practitioners will help the research community
search for solutions to real challenges.

RQi1 How do testers choose the right testing ap-
proaches, levels, coverage, and metrics?

We want to know how decisions are made when deciding on which approach
to use, layers to test, levels to test, test coverage, and test metrics.

RQi2 How can the research community contribute
to overcoming testing challenges in IoT?

We seek to hear from practitioners the research focuses to find solutions
to their challenges.

RQi3 How is test artifacts’ automation prioritized
in IoT systems?

We want to know why practitioners recommended the automation of some
test artifacts while others are overlooked.

RQe1 What are the practitioners’ top challenges
when testing IoT systems?

We want to know the top challenges of IoT practitioners for guiding the
research community in understanding their needs and priorities.

RQe2 What are the top IoT communication pro-
tocols and technologies?

We seek more insights on the most popular communication protocols and
technologies applicable to IoT systems, which could impact the testing
process.

RQe3 What are the top IoT cloud platforms avail-
able for testers?

While conducting interviews, some practitioners mentioned that they test
IoT solutions using IoT cloud platforms (also known as IoT middleware).
We seek more insights on publicly available IoT middleware which could
be used for testing IoT systems.

① RQs: Primary survey related Research Questions
② RQi: Interview Related Research Questions
③ RQe: EclipseIoT survey related Research Questions

in block A of Fig. 1. Surveys are an appropriate empirical
strategy to gather data from IoT industry practitioners
(e.g., about methods, tools, techniques, approaches, chal-
lenges) and to extract insights into the state of the art
from the participants [52]. The scope of the survey includes
various aspects of IoT systems testing from testing tools,
approaches, quality attributes, testing levels, testing lay-
ers, test automation status, and IoT architecture tested.
The rest of this section explains other steps of the survey
process.

III-A1 Identify Target Audience and Sampling

We want to reach out to many practitioners as possi-
ble. We target people who are involved in IoT systems
testing. Depending on the company organization, those
professionals may be in different positions or job titles.
We use judgment sampling to select the sample through
the guidance of an expert [51], and we target the followings
roles:

1) IoT systems developers;
2) IoT systems testers;
3) IoT systems quality assurance engineers;
4) IoT project managers;
5) IoT product owners.
We include in our form the option for the participant to

write any other position or role not mentioned in the list.

III-A2 Select Survey Type

Several types of surveys exist based on deployment meth-
ods.

• Online Surveys: A survey method that uses the
internet to collect data, typically using a web-based
survey platform.

• Paper or Mail Surveys: A traditional survey
method, where participants receive a printed ques-
tionnaire and return it by mail or in person.

• Telephone Surveys: Participants are interviewed by
telephone, either by a live interviewer or using an
automated system.

• In-person Surveys: Interviewers visit participants
at their locations to collect data.Each of these survey methods has its own strengths

and weaknesses, and the best method for a particular
study depends on various factors, including the RQs, the
target population, and the resources available. An online
survey is becoming more popular, especially when it is
used together with social media. We want to use this type
of survey to reach out to many professionals.

III-A3 Design Survey Instrument

Designing a survey instrument refers to the process of cre-
ating a survey questionnaire or form to collect quantitative
and qualitative data from participants. Table II shows the
questions we used in our survey. Our survey consists of
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Fig. 2: Data Analysis Process

three main sections. The first two sections consist of close-
ended questions, whereas the third section includes open-
ended questions. The following are the three main sections
of our survey questionnaire:

1) Practitioners’ background information (Quantitative
data).

2) IoT testing facts from the provided options (Quanti-
tative data).

3) Understanding of practitioners in IoT systems (Qual-
itative data).

We want to collect information about the practitioners,
including the address of affiliated organizations. We also
capture job titles or positions, and years of experience
in IoT. Regarding IoT systems testing facts, we ask
about the tools used, top challenges, quality attributes
tested, metrics used, etc. We provide different options
for the practitioners to select from when answering those
questions. The last section targets the understanding of
practitioners in IoT systems testing.

The survey form can be found here.

III-A4 Evaluate Survey Instrument

After designing the survey instrument, we evaluate it to
find if there are any flaws. To validate our questionnaire, a
preliminary evaluation is conducted by all team members
of this paper. The purpose is to check the completeness
and understandability of the questionnaire and determine
how to distribute the questionnaire. During survey pretest-

ing, we share the survey questionnaire with 3 IoT experts
to test it before sending it to other participants.

III-A5 Collect and Analyze Survey Data

We delete any data provided during survey pretesting and
send the questionnaire to several professionals. We start
data collection on July 1st, 2022. We finish data collection
on September 30, 2022. We use Google Forms to design
and generate the invitation link for the practitioners. We
start with technology companies that have IoT projects,
and we identify their practitioners and ask them to partici-
pate. We identify those companies through online websites
including Facebook, LinkedIn, and Twitter. From those
websites, we get the contacts of practitioners and the
companies they work for. We contact the companies to get
more practitioners to participate. We also consider differ-
ent IoT research labs practitioners, and IoT practitioners
from some alumni groups to participate. We follow the
steps in the first part of Fig. 2 and Algorithm 1 to extract
data from the responses provided by the participants.
We record the extracted data in Excel. To statistically
analyze the collected data, we use Excel to count different
types of feedback (responses) in the survey, calculate
percentages of the different responses, and generate tables
or visualizations of the calculated results.

https://docs.google.com/forms/d/e/1FAIpQLSepYbkBdX_SCvgOxDAgAJGxbsA9BqpDPH1XeF4f-hJ0EfIYMQ/viewform?usp=sf_link
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TABLE II: Survey Questions

No Survey Question

A. Demographic Information

1 What is your job position? [Choose the best position that
fits you]

2 How many years have you been working in IoT Systems?

3 What is the address of the institution or company where you
work?

4 What are the top two biggest challenges you are currently
facing while testing IoT systems?

B. IoT Testing Facts

5 On which IoT layers (device, network, cloud, or application)
of your focus when testing your IoT systems

6 How do you test your IoT systems?

7 On which test level of your focus when testing an IoT system?

8 What is the architecture (based on a number of layers) of the
IoT systems you tested?

9 What are the top two test artifacts that you recommend for
automation for IoT system testing?

10 What are the types of test coverage (Line of code, branch,
requirements, etc.) of your focus while testing an IoT system,
and why?

11 What are the quality attributes do you test before deploying
an IoT system?

C. Understanding IoT Testing

12 What is your approach when you want to test a new IoT
system, and why?

13 What are the tools that you use for testing IoT systems, and
for which purpose?

14 Do you use any frameworks/tools (if any) to conduct End-to-
End automated tests for IoT systems? If yes, give the name
of the framework.

15 What are the metrics (if any) that you use while testing an
IoT system, and why?

16 What are the open-source tools do you use to track the root
cause of the problem when an IoT system has an error or a
bug?

17 Has your testing activity been affected by the lack of stan-
dards, reference architecture for IoT systems, or the use
of different communication protocols? If yes, what was the
impact?

18 What are the tools previously used in testing the embedded
system that are still used to test the IoT systems?

19 Did you ever perform white-box testing for an IoT System?
If yes, how did you perform it, and on which layer?

20 Did you use a model-based approach while testing IoT sys-
tems? If yes, which tools did you use?

① Group A and B offer practitioners a selection of options, along
with the flexibility to incorporate their own answers.

② Group C consists of open-ended questions, allowing for unre-
stricted responses

III-A6 Extract Findings

We use the extracted facts to answer and draw the con-
clusion for the following RQs: RQs1, RQs2, RQs3, and
RQs4. The answers to these RQs are presented in Section
IV-A.

Algorithm 1: Data Analysis Algorithm
Data: K → Survey Answers; N → Participants;
Result: RQS Answers; Interview Participants;
N = 49, K = 20;
for p in N do

for q in K do
if q is not clear then

Request online interview;
if Interview is confirmed then

Update Interview Participants;
end

end
Extract Facts from q;
Add Facts to Appropriate RQS ;

end
end
RQS Answers;

III-B Interviews

An interview is defined as an “interchange in which one
person attempts to elicit information or expressions of
opinion or belief from another person or persons” [53]. We
conduct online interviews with practitioners who agreed
to provide more details about their survey answers. The
initial purpose of the interviews was to get clarification
and possibly resolve contradictions among survey answers.
However, based on the responses we received, we ended
up defining three additional RQs. we use the interviews
to get clarification on survey answers, but also to answer
the following additional RQs: RQi1, RQi2, and RQi3. We
follow basic steps derived from [54] as indicated in block B
of Fig. 1. With the research objective and RQs explained,
the rest of this section explains the remaining steps in an
interview study.

III-B1 Sampling

Table III shows the details of the participants whom we
interviewed. Nine practitioners among the 49 agreed to
participate in an online interview.

TABLE III: Interview Participants

No Profession Years Country

P1 IoT project manager 12 Lithuania

P2 IoT project manager 12 USA

P3 Senior IoT solution developer 8 UAE

P4 IoT project manager 7 South Korea

P5 IoT product owner 6 USA

P6 IoT solution developer 5 USA

P7 IoT solution developer 4 Italy

P8 IoT solution developer 4 German

P9 IoT solution developer 3 Pakistan
① Years: Years of experience in IoT
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III-B2 Select Interview Type

Interviews come in various types, depending on the num-
ber of participants and the means to interview them. For
example, one type of interview is a one-on-one, in-person
interview while another is the panel, video interview [53].
We use a structured interview, which is based on a fixed
set of pre-determined questions [54], in order to gather
information. We define open-ended questions to give the
respondent the opportunity to explore the questions from
multiple perspectives, and this allows us to gather a variety
of information about the research subject. We combine the
use of one-on-one and video interviews.

1) One-on-One Interview: This is the most common
type of interview, where the interviewee meets with
the interviewer to answer questions and provide in-
formation.

2) Video Interview: A video interview is a type of
interview that is conducted remotely, usually through
a video conferencing platform such as Zoom, Skype,
or Google Meet.

III-B3 Devise Initial Interview Questions

We design the interview questionnaire and test it with
the authors of this paper to check the time it takes to
complete. We also check the language suitability, and
potential sources of bias to verify if it produces enough
relevant data to answer the RQs. We use the feedback
from this pilot interview, to improve our interview design.

III-B4 Refine Interviews

We use the feedback from the previous task to improve our
interview design. Table IV shows the questions included
in our interview design. Our interview design consists of
eight open questions. All the questions are designed based
on the answers received from the survey.

TABLE IV: Interview Questions

No Interview Question

1 What can be done to overcome testing challenges?

2 Why some test artifacts must be automated ahead of oth-
ers?

3 Why do you consider some test coverage and not others?

4 What levels, and layers, the quality attributes are tested?

5 What testing approach do you use? Why?

6 How are test metrics selected for user acceptance?

7 How are bugs identified in IoT systems?

8 What impact is caused by the lack of standards, reference
architecture, and multiple communication protocols?

III-B5 Interview

We conduct an online interview with each participant.
With their consent, we record the answers, and we later
analyze them to find the answers to the concerned RQs.

III-B6 Analyze Interview Data

We follow the steps in the middle part of Fig. 2 and
Algorithm 2 to analyze interview data and extract the
facts for RQs.

Algorithm 2: Interview Data Analysis Algorithm
Data: K → Participants;

Q → InterviewQuestions;
RQI → ResearchQuestions;

Result: RQI Answers;
K = 9, Q = 8;
for i in K do

for j in Q do
Extract Facts from j;
Add Facts to Appropriate RQI ;

end
end
RQI Answers;

III-B7 Extract Findings

We use the extracted facts to answer the following RQs:
RQi1, RQi2, and RQi3. The answers to those RQs are
presented in Section IV-B.

III-C EclipseIoT Surveys

During our interview sessions, we learn that the EclipseIoT
Working group publishes IoT developers’ surveys every
year since 2018. The purpose of each survey is to provide
essential insights into IoT and edge computing industry
landscapes. Those surveys present several findings includ-
ing IoT developers’ concerns, IoT communication proto-
cols, IoT security technologies, connectivity protocols, IoT
middleware, IoT programming languages, edge comput-
ing artifacts for IoT, IoT development tools, open-source
databases for IoT, IoT strategies, and key industry focus
areas. We use the insights from those interviews to find
answers to the following RQs: RQe1, RQe2, and RQe3.
Both research objectives and RQs are already defined. We
focus on the remaining steps of the C block in Fig. 1.

III-C1 Identify Surveys

We identify four different surveys published by the Eclip-
seIoT Working group in 2019 [55], 2020 [56], 2021 [57], and
2022 [58], with 1717, 1652, 662, and 910 participants
respectively.

III-C2 Extract Data

We use an Excel spreadsheet to extract data manually
from each of those four surveys. We double-check the
extracted data to ensure its correctness. Table XIV in
the Appendix section shows the template used for data
extraction.



“output” — 2023/9/9 — 15:04 — page 9 — #9

9

III-C3 Data Analysis

We follow the steps in the last part of Fig. 2 and Algorithm
3 to extract facts from survey data to answer the following
RQs: RQe1, RQe2, and RQe3.

Algorithm 3: EclipseIoT Survey Data Analysis
Data: N → EclipseIoT Survey;

RQE → Research Questions;
Result: RQE Answers;
N = 4, RQE = 3;
for i in N do

Extract Facts f from i;
Add f to Appropriate RQE ;

end
RQE Answers;

III-C4 Extract Findings

We use the extracted facts to answer RQe1, RQe2, and
RQe3 and draw some conclusions. The detailed answer
for each of those research questions is presented in Section
IV-C.

III-D Relate Answers

We relate the answers to our RQs from each method, and
we draw some conclusions based on our findings. We also
relate the findings of this multi-method study with the
findings in the existing literature. The relationship be-
tween some of our answers and corresponding conclusions
is presented in Section IV-D.

IV. Results
We analyze the extracted data to find insights to answer

our research questions. In the next sub-sections, we present
the answers to our research questions for each method. It is
worth noting that we conducted a literature review study,
which has not yet been published. However, the data we
used can be accessed. online7. Data and templates we used
for this paper can be accessed online8.

IV-A Primary Survey

Fig. 3 shows the demographic information of the par-
ticipants. The highest number of survey participants are
IoT solution developers, with 21 participants (42.9%).
Regarding the professionals who are dedicated to IoT
testing, we have identified only one participant (2.0%)
as an IoT systems QA engineer. However, 17 partici-
pants (34.69%) did not provide their roles. Based on
this finding, we can conclude that the developers of IoT
systems are also involved in testing those systems. North
America has the most participants, with 19 professionals
(38.8%). Asia comes next with 16 participants (32.7%),

7https://www.ptidej.net/downloads/replications/tse22b/
8https://www.ptidej.net/downloads/replications/iotj23a/

followed by Europe with 5 participants (10.2%). Africa
and South America have 3 and 2 participants respectively.
Four participants (8.0 %) did not specify the location
of their affiliated companies, since they are independent
consultants and we allowed them to be anonymous if
they do not wish to disclose such information. Twenty-
three participants (46.9%) have between 0 and 2 years
of work experience in IoT. Sixteen participants (32.7%)
have between 2 and 5 years of work experience in IoT.
Seven participants (14.3%) have between 5 and 10 years
of experience in IoT, whereas 3 participants (6.1%) have
more than 10 years of work experience in IoT. At least 10
of our participants have more than 5 years of experience
in IoT, and we believe that the answers to this survey are
reliable. In the next section, we present the answers to our
survey research questions.

IV-A1 How Are IoT Systems Tested (RQs1)?

IV-A1.1 Testing Tools for IoT Systems

Testing tools are software packages that help in testing
and evaluating the quality of IoT systems. These tools are
designed to automate the testing process. ISO/IEC/IEEE
29119-1 describes some of the areas covered by testing
tools such as test case generation, test case execution,
test data generation, static analysis, test environment
implementation, and maintenance [59]. We focus on the
tools that are used to evaluate the quality and func-
tionality of IoT systems. We exclude test environment
tools such as testbeds, emulators, or simulators. We an-
alyze the data provided by the participants to extract
different tools available for testing IoT systems. Node-
RED, a programming tool for wiring together hardware
devices, APIs, and online services [60], is the most popular
among the participants with 35.5%. Other tools such
as Wireshark, ThingSpeak, and Apache JMeter are also
popular. Selenium, which is also popular for automating
web applications for testing purposes [61], is used to test
IoT systems and many other tools we reported as shown
in Table V.

Nine participants (29.0%) indicated that they do not use
any tool when testing IoT systems. They test IoT systems
manually through navigation. i.e., users performing tests
by entering information into a system under test and
verifying the results [59].

We observe that Node-RED is popular among IoT prac-
titioners to create and execute Node-red flow simulating
IoT devices and testing the communication flow in the
system infrastructure [62]. Practitioners mentioned other
tools, such as JTAG Dongle, Cucumber, and Mocha, that
are not identified in the literature.

IV-A1.2 Tools Applicable to Embedded Systems

Some tools used in embedded systems are also being used
to test some aspects of IoT systems. Node-RED, Tessy,
and Wireshark are good examples with 4.0%, 8.0%, and
4.0% respectively as highlighted in Table XV in Appendix.

https://www.ptidej.net/downloads/replications/tse22b/
https://www.ptidej.net/downloads/replications/iotj23a/
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Fig. 3: Survey Participants

TABLE V: IoT Systems Testing Tools

Tool Name # P % P

Node-RED 11 35.5%
Wireshark 5 16.1%
ThingSpeak 3 9.7%
Apache JMeter 2 6.5%
SmartThings 2 6.5%
Zetta 1 3.2%
Apache Kafka 1 3.2%
Selenium 1 3.2%
JTAG Dongle 1 3.2%
Gemoc 1 3.2%
Tricentis Tosca 1 3.2%
AccelQ 1 3.2%
ThingBoard 1 3.2%
Tcpdump 1 3.2%
Cucumber 1 3.2%
TestRigor 1 3.2%
JEst 1 3.2%
Mocha 1 3.2%
① #P: Number of participants; %P: Percentage of participants.

22 participants did not provide their responses to this
question, while 19 participants do not know any embedded
system testing tool that can be also used for IoT systems.

We observe that Node-RED and Tessy could be used in
embedded systems. Arduino IDE was not identified in the
existing literature. However, the number of participants us-
ing those tools is small and we can not take any conclusion.
Therefore, further studies are needed.

IV-A1.3 Metrics for IoT Systems

A metric is a standard unit of measurement that quantifies
results. In the context of IoT, metrics used for evaluating
or testing IoT systems are termed IoT metrics [63]. To
effectively control the test processes, metrics can be used
to monitor them [59]. We observed that test coverage
(i.e., the number of requirements covered by executed tests
[59]), is popular with 17.2%. The success rate of executed
test cases (pass or failure), and response time come next
with 13.8% each. Performance is the fourth with 10.3%.
Functionality, code coverage, connectivity, and the number
of active clients follow with 6.9% each. Many other metrics
are also reported including latency, packet loss, number
of faults, feedback from customers, number of connected
devices, etc. as shown in Table VI.

TABLE VI: IoT Testing Metrics

Metric # P % P

Test coverage 5 17.2%
Success rate (Pass/Fail) 4 13.8%
Response time 4 13.8%
Performance 3 10.3%
Functionality 2 6.9%
Code coverage 2 6.9%
Connectivity 2 6.9%
No of active clients 2 6.9%
Scalability 1 3.4%
Quality 1 3.4%
Reliability 1 3.4%
Packets loss 1 3.4%
Latency 1 3.4%
Periodic reading 1 3.4%
Data transmission frequency 1 3.4%
Effectiveness 1 3.4%
Efficiency 1 3.4%
Number of connected devices 1 3.4%
Customer feedback 1 3.4%
Security 1 3.4%
Accessibility 1 3.4%
No of faults 1 3.4%
① #P: Number of participants; %P: Percentage of participants.

We observe that test coverage, response time, and code
coverage are also identified in the existing literature [64,
65, 66, 67]. In the literature, we identified other metrics
such as the number of defects detected, mutants killed, and
requests per second that are not mentioned by practitioners
in this study. We have come to the conclusion that there
are a lot of metrics for testing IoT systems. This means
that the must-have list of metrics for IoT systems needs to
be studied in depth.

IV-A1.4 Test Coverage Considered for IoT Sys-
tems

Test coverage is an indication of the degree to which the
test item has been reached or “covered” by the test cases,
including both the breadth and depth. It is often expressed
in terms of the percentage of code tested or the percentage
of requirements tested [68]. Table XVI in appendix, shows
the coverage sought by the participants. We received 45
responses for the metrics, and one participant is allowed
to provide more than one coverage. In the answers we
received from the participants, we identify three main
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coverages: functional coverage, requirements coverage, and
code coverage. Code coverage is popular at 82.2% because
most IoT developers test the application layer as shown
by the data received on IoT layers tested. Requirements
coverage is popular at 60.0%, whereas functional coverage
is mentioned at 55.6%.

We conclude that only three test coverages are popular
among practitioners. Other techniques, such as path cov-
erage, branch coverage, and statements coverage, are not
mentioned by practitioners. Many practitioners mentioned
code coverage, but this is only applicable to the application
layer since they focus more on this layer. For user accep-
tance test, requirements coverage and functional coverage
could be considered for any IoT system.

IV-A1.5 Testing Approaches for IoT Systems

The testing approach is defined as a high-level test im-
plementation choice, typically made as part of the test
strategy design activity. Typical choices made as test
approaches are test level, test type, test technique, test
practice, and the form of static testing to be used [59].
IoT practitioners reported different approaches for testing
IoT systems. Many of them mentioned that they do not
have any systematic approach to testing IoT systems.
Component-based testing is popular among the reported
approaches, with 22.9%. The verification and validation
approach is the next with 11.4% followed by integra-
tion, interoperability, and security with 8.6% each. Model-
based, Test driven development and simulation-based ap-
proaches are also popular with 5.7% while others, such
as automation, end-to-end, and low-level coding are only
mentioned by 2.9% of the participants as shown in Table
VII.

TABLE VII: IoT Testing Approaches

Testing Approach % P # P

Component-Based Approach 22.9% 8
Verification & Validation Approach 11.4% 4
Integration Based Approach 8.6% 3
Interoperability Based Approach 8.6% 3
Security Based Approach 8.6% 3
Simulation-Based Approach 5.7% 2
Test Driven Development 5.7% 2
Model-Based Approach 5.7% 2
Low level Coding Approach 2.9% 1
Automation Based Approach 2.9% 1
End-to-End Approach 2.9% 1
Usability Based Approach 2.9% 1
Scalability Based Approach 2.9% 1
Did not mention 34.3% 12
① #P: Number of participants; %P: Percentage of participants.

Twelve participants (34.3%) reported that they do not
use a specific approach when testing IoT systems. They
navigate through the system features, to verify if the
system works as expected.

We observe that component-based is the most popular
approach among the participants. We also observe that par-
ticipants confuse testing approaches with testing types or
targets. verification, validation, security, interoperability,

integration, end-to-end, or low-level coding, are not known
as testing approaches, and thus show the need for IoT
testing taxonomy. In the literature, we identified more ap-
proaches such as pattern-based, mutation-based, and fault
injection approaches, not mentioned by the practitioners.
We can conclude that many practitioners may use some
testing approaches, but they do not know the names of those
approaches.

IV-A1.6 Testing Levels for IoT Systems

Testing approaches can be on one or more levels, depend-
ing on the scope of the test and its objective. So, different
test levels are defined, as follows [59]: Unit Testing:
Testing of individual hardware or software units or groups
of related units [68]. It consists of isolating each part
of the system and showing that individual parts fit its
requirements and functionalities. Integration Testing:
Software and/or hardware components are combined and
tested to check the interaction between them and how
they perform together [68]. System Testing: Testing a
complete, integrated system to check the system’s com-
pliance and behavior within the specified requirements
[68]. Acceptance Testing: Formal testing conducted to
determine whether a system satisfies its acceptance criteria
and to enable a customer, a user, or other authorized entity
to determine whether to accept the system [68] Table

TABLE VIII: Testing Levels in IoT Systems

Testing level # P % P

Integration 32 65.3%
Unit 18 36.7%
System 18 36.7%
Acceptance 8 16.3%
① #P: Number of participants; %P: Percentage of participants.

VIII shows testing levels considered for IoT systems. As
for traditional software systems, unit testing, integration
testing, system testing, and acceptance testing are adopted
for IoT systems [69]. Among our participants, integration
testing is the most popular testing level, followed by unit,
and system testing. Acceptance testing is given less consid-
eration among the four levels of testing by practitioners.

We observe that integration testing is the most popular
testing level, followed by unit and system testing among
many practitioners.

IV-A1.7 Layers for IoT Systems Testing

We can define the IoT layer as a fundamental constituent
of an IoT system. Basic IoT architecture consists of 3 lay-
ers: device (also known as edge or perception or sensing or
thing) layer, network (also known as transport or gateway
or communication) layer, and application layer [70]. Some
architectures include processing as an additional layer and
a business layer.

1) The Device layer of IoT architecture also known as
the sensing layer or perception layer includes devices,
sensors, and actuators that collect data from their
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surroundings and control things at the edge [71].
For example, a temperature sensor takes temperature
readings inside a refrigerator.

2) The network layer is responsible for connecting to
other smart things, network devices, and servers. Its
features are also used for transmitting and processing
sensor data [72].

3) The application layer is responsible for delivering
application specific services to the user [72].

4) The processing layer is also known as the mid-
dleware layer. It stores, analyses, and processes huge
amounts of data that come from the transport layer.
It can manage and provide a diverse set of services
to the lower layers. It employs many technologies
such as databases, cloud computing, and big data
processing modules [72]. For example, the cloud stores
and processes the incoming data to generate alerts in
real-time and, when possible, reduce the total amount
of data stored [71].

5) The business layer derives information and
decision-making analysis from data.

Although some authors mentioned human or user layer
[73], industry practitioners did not mention it. We analyze
the extracted data to understand which layers are being
considered for IoT system testing. Testing IoT systems
involve testing different layers, as illustrated in Table
XVII in the appendix. However, we observed that the
application layer is the most tested layer with 63.8%,
followed by the network layer, and device layer with 55.3%
and 51.1% respectively. The business layer and cloud layer
are less tested layers because many IoT systems may not
have those layers.

We observe that the participants focused more on the
application layer, followed by network and device layers.

IV-A1.8 Architecture of IoT Systems

IoT system architectures consist of 3, 4, or 5 layers
[72, 74, 70]. Table XVIII in the appendix, shows various
models of IoT architecture tested by the participants.
The participants mainly indicated that the systems tested
consisted of 3-layer and 4-layer architecture. 5-layer archi-
tecture is less adopted by the participants.

In the literature, 3-layer architecture is popular. How-
ever, we believe that a five-layer architecture can help both
scholars and practitioners to better address the complexity
of IoT systems.

IV-A1.9 IoT System Testing Automation

Test cases can either be run manually by a human test
executor, or they can be executed by a test automation
tool [59]. In automation testing, a test is executed by a
test automation tool. We analyze the data to understand
to what extent IoT testing is automated. Table XIX in
the appendix, shows our findings. None of the participants
performed fully automated testing for IoT systems. 59.2%
of the participants performed semi-automated testing,
while 40.8% performed manual testing only.

We conclude that the participants do not perform fully
automated tests for IoT systems. In the existing literature,
we did not identify any approach or tool for automated IoT
systems testing. This could be one of the research areas that
need further studies.

IV-A1.10 White-Box Testing in IoT

White-box testing, which is a method of testing internal
structures of IoT systems, is not popular among partic-
ipants. We did not focus on black or gray box testing
because we want to understand to what extent the source
code and internal structure of the device are tested. Only
14.8% of participants performed white-box testing at some
layers (application and device layers). 85.2% of the partic-
ipants did not perform white-box testing for IoT systems.

We observe that white-box testing is considered by some
practitioners for application and device layers testing.
We did not identify white-box testing information in our
previous literature review study.

IV-A1.11 Model-Based Testing Adoption

Model-based testing (MBT) uses models to gener-
ate test cases systematically and automatically [59].
ISO/IEC/IEEE29119-1 states that ”by using MBT tool
support environments, test cases can be quickly generated
from the model and automatically executed. Thus, MBT
can support improved testing beyond that supported by
natural languages and manual execution”. In the existing
literature, model-based testing is a popular testing ap-
proach for IoT systems. In this study, we want to under-
stand practitioners’ perspectives. Among 25 participants
who responded to this question, 12 (48.0%) used a model-
based approach when testing IoT systems.

We observed that model-based testing is a popular ap-
proach among IoT practitioners.

IV-A1.12 IoT Bugs Root Cause Analysis

TABLE IX: Bugs Root Cause Analysis Tools

Tool # Participants % Participants

Nagios 4 14.8%
Logs analysis 2 7.4%
Manual detection 1 3.7%
Splunk 1 3.7%
Arduino 1 3.7%
Azure DevOps 1 3.7%
Gemoc 1 3.7%
① #P: Number of participants; %P: Percentage of participants.

We observe that no specific tool is popular for the
participants to identify the root cause of a bug in IoT
systems. Among 27 participants, some rely on logs moni-
toring and analysis to understand the root cause of prob-
lems or manual detection by checking each component.
Participants suggested some tools used including Nagios,
Splunk, Arduino, Azure DevOps, and Gemoc, as indicated
in Table IX.
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We do not consider the answers from 16 participants
(59.3%) for this question because they mentioned Spi-
raTeam tool which is not used for root cause analysis but
for bug tracking.

We do not observe any specific tool that is popular
among the participants for identifying the root cause of
bugs in IoT systems. We conclude that some tools for
analyzing the root cause of bugs in IoT systems may exist,
but remain unknown to practitioners. This calls for a
joint effort between scholars and industry practitioners to
develop more tools.

IV-A1.13 Impact of Standards, Reference Archi-
tecture, and Protocols

Table XX in the appendix, shows that the lack of stan-
dards and reference architecture affected many partici-
pants. 75.0% of the participants reported a negative im-
pact for not having standards, reference architecture, and
the use of multiple protocols in IoT systems.

We conclude that lack of standards in IoT can have a
negative impact on IoT systems testing. We observed the
same in the existing literature.

Summarized Answer to RQs1
Semi-automated testing in IoT is popular. Node-RED is
the most used tool with 35.5% of the participants. The
application layer is the most tested layer with 63.8% of
the participants, while integration testing is the most
considered testing level with 65.3% of the participants.
Component-based is the most popular approach with 22.9%
of the participants. Requirements coverage is the top met-
ric considered with 17.2%, while code, requirements, and
functional coverage are the most used test coverage.

IV-A2 Quality Attributes (RQs2)

The product quality model defined in ISO/IEC 25010
comprises eight quality attributes, as shown in Fig. 4.
Quality attributes, included in Fig.4, were proposed for
the traditional software product. All of them, except
functional suitability and maintainability, are considered
for IoT systems by the practitioners. The practitioners
mentioned other attributes such as connectivity and scala-
bility, which are not included in ISO/IEC 25010 model. We
observe that participants considered 14 quality attributes,
as summarized in Table X. While the participants did not
specifically mention functional suitability and maintain-
ability, we believe these qualities are also relevant and
important for IoT systems.

Performance is the most popular attribute among par-
ticipants (63.6%), while other attributes such as connec-
tivity (50.0%), interoperability (40.9%), security (40.9%),
integration (38.6%), availability (36.4%), and functionality
(31.8 %) are also mentioned. Reliability (29.5%), scalabil-
ity (22.7%), usability (20.5%), and compatibility (20.5%)
are considered, while deployability (13.6%), compliance
(9.1%), and robustness (6.1%) are less popular attributes
in IoT systems. We observe that all quality attributes

TABLE X: Quality Attributes Considered for IoT Systems
Testing

Quality Attribute # Participants % Participants

Performance 28 63.6%
Connectivity 22 50.0%
Interoperability 18 40.9%
Security 18 40.9%
Integration 17 38.6%
Availability 16 36.4%
Functionality 14 31.8%
Reliability 13 29.5%
Scalability 10 22.7%
Usability 9 20.5%
Compatibility 9 20.5%
Deployability 6 13.6%
Compliance 4 9.1%
Robustness 3 6.8%

for traditional software systems are considered for IoT
systems. IoT systems can have more quality attributes for
measuring the quality of their specific characteristics due to
their distributivity and dynamic nature. We conclude that
there is a need to study exhaustively all quality attributes
of IoT systems.

Summarized Answer to RQs2

Fourteen quality attributes from traditional systems are
also considered for IoT systems. Performance (63.6%),
connectivity (50.0%), interoperability (40.9%), security
(40.9%), and integration (38.6%) are the most reported
quality attributes by practitioners.

IV-A3 Testing Challenges Faced by Practitioners
(RQs3)

Testing challenges can be defined as issues or problems
in IoT systems testing that calls for special effort or
dedication[76]. Testing IoT systems have many challenges
due to their complexity. we want to understand from
practitioners’ point of view the main challenges that are
affecting the quality assurance of IoT systems. We observe
that lack of standards, limited resources, communication
protocols, and lack of reference architecture are the top
four challenges. Test case generation is reported by 16.3%
of the participants. Lack of testing automation tools,
lack of testing environment, and adoption of model-based
testing are among the top challenges reported. The par-
ticipants mentioned many other challenges, as highlighted
in Table XI.

Many challenges reported by practitioners are also found
in the literature. In the existing literature, we identified
other challenges such as test coverage analysis and lack
of emulators not mentioned by the participants. However,
lack of standards, lack of reference architecture, diverse
protocols, test case automation, and testing environment
are common challenges reported by both academia and
practitioners.
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Fig. 4: ISO/IEC 25010 software product quality model [75]

TABLE XI: Challenges for IoT Systems Testing

Challenges # P % P

Lack of standards 14 28.6%
Limited resources 12 24.5%
Communication protocols 11 22.4%
Lack of reference architecture 8 16.3%
Test cases generation 8 16.3%
Big data 8 16.3%
Test automation tool 7 14.3%
Integration testing 7 14.3%
Testing environment 6 12.2%
Model-Based testing 6 12.2%
Connectivity issues 5 10.2%
Acceptance testing 5 10.2%
Interoperability 5 10.2%
Continuous testing 5 10.2%
Dynamic nature of IoT 5 10.2%
Hardware testing 5 10.2%
Test coverage 4 8.2%
Unit testing 4 8.2%
Testing Approach 3 6.1%
System testing 3 6.1%
Regression testing 3 6.1%
Performance testing 1 2.0%
Availability of sensors 1 2.0%
Compatibility testing 1 2.0%
Adequate semantic information 1 2.0%
① P: Participants.

Summarized Answer to RQs3

Twenty-five challenges are identified by the participants.
Lack of standards is the most reported challenge, with
28.6% of the participants.

IV-A4 IoT System Testing artifacts Automation
(RQs4)

Testing artifacts can be defined as items generated during
the testing process. Good examples include test cases
and test reports[77, 78, 79]. Testing artifact automation
can be defined as the use of software tools or scripts
to produce the test artifacts. The participants suggested
different testing artifacts for automation, as summarized in
Table XXI in the appendix. We observe that test cases and
test data automation are the top-recommended artifacts
for automation. Other artifacts mentioned by the partici-
pants include testing reports and testing strategies. In the
existing literature, we also observed that test cases and
test scripts are prevalent. In the literature and industry

survey, both test scenarios, defect reports, and test plan
automation are not mentioned.

In the existing literature review, we identified that test
case generation is among the top challenges. It is also the
most testing artifact discussed by many authors [80, 81,
38, 82, 83]. We believe that test case generation in IoT
systems testing is still among the top challenges for many
practitioners, and thus creates the need for an automated
approach to generate test cases for IoT systems.

Summarized Answer to RQs4

Four testing artifacts are identified for IoT systems. Test
case is the most recommended artifact for automation by
many participants (90.9%).

IV-B Interviews

The questions we ask interviewees are based on the an-
swers provided during the survey. We ask each interviewee
the following questions:

• Q1: What can be done to overcome testing chal-
lenges?

• Q2: Why some test artifacts must be automated
ahead of others?

• Q3: Why do you consider some test coverage and not
others?

• Q4: At what levels and layers the quality attributes
are tested?

• Q5: Which testing approach do you use? Why?
• Q6: How are test metrics selected for user accep-

tance?
• Q7: How are bugs identified in IoT systems?
• Q8: What impact has the lack of standards, reference

architecture, and multiple communication protocols
had?

Table XII shows the detailed facts extracted from inter-
view data.

We used those facts to find answers to the three research
questions (RQi1, RQi2, and RQi3).
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TABLE XII: Interviews Outcomes.[1 : Agree. 0: Disagree]

Groups Practitioners’ options P1 P2 P3 P4 P5 P6 P7 P8 P9 Total Percentage

Q1 Outcomes Improve Security 0 1 1 1 1 0 1 0 0 5 60.0%
Developing Standards 1 0 0 1 0 1 0 0 0 3 40.0%
Test case automation 1 1 0 0 0 1 0 0 0 3 40.0%
APIs 0 0 1 0 0 0 1 0 1 3 40.0%
Testing approach 0 1 0 0 0 0 1 1 0 3 40.0%
Heterogeneity testing 1 0 1 0 0 0 0 0 0 2 30.0%
Testing framework 0 0 1 0 1 0 0 0 0 2 30.0%
Testing Environment(Devices) 0 0 0 0 0 0 0 0 1 1 20.0%

Q2 Outcomes Reduced time to test 1 1 0 1 1 1 1 1 1 8 90.0%
Reduced errors 0 0 1 0 1 1 0 0 1 4 50.0%
Improved robustness 0 1 1 0 0 0 0 0 0 2 30.0%
Minimized repetitive efforts 0 0 0 1 0 0 0 0 0 1 20.0%
Increased productivity 0 0 0 0 0 0 0 0 1 1 20.0%

Q3 Outcomes Requirements check 0 1 1 1 1 0 1 1 0 6 70.0%
Functionality check 0 0 1 0 0 1 1 1 1 5 60.0%
Company policy 1 0 0 0 0 0 0 0 0 1 20.0%
Project’s evaluation 0 1 0 0 0 0 0 0 0 1 20.0%
Customer expectations 0 0 0 0 1 0 0 0 0 1 20.0%
Boost developers confidence 0 0 0 0 0 0 0 0 1 1 20.0%

Q4 Outcomes Multiple layers and levels 1 0 1 1 1 1 0 1 0 6 70.0%
System level 0 1 0 0 0 0 1 0 1 3 40.0%

Q5 Outcomes System navigation 0 0 0 1 1 1 0 0 1 4 50.0%
Simulation-based approach 1 1 0 1 0 0 0 0 0 3 40.0%
Model-based approach 0 0 1 0 0 0 0 1 0 2 30.0%
Static analysis approach 0 0 1 0 0 0 0 0 0 1 20.0%
Adhoc approach 0 0 0 0 0 0 1 0 0 1 20.0%

Q6 Outcomes Case by case 1 0 1 1 1 1 1 1 0 7 80.0%
New metrics are needed 0 1 0 0 0 0 0 0 0 1 20.0%
Number of defects detected 0 0 0 0 0 0 0 0 1 1 20.0%

Q7 Outcomes Log analysis 0 0 0 1 1 1 1 1 0 5 60.0%
Simulation 1 0 0 0 0 0 0 0 1 2 30.0%
AWS IoT Device Management 0 1 1 0 0 0 0 0 0 2 30.0%
Fault injection 1 0 0 0 0 0 0 0 0 1 20.0%

Q8 Outcomes Communication issue 0 1 1 1 0 0 1 1 1 6 70.0%
Security issue 0 0 0 1 0 0 1 1 1 4 50.0%
No impact 0 0 0 0 1 1 0 0 0 2 30.0%
Knowledge of all protocols 1 0 0 0 0 0 0 0 0 1 20.0%

P1: Participant 1;P2: Participant 2; etc.

IV-B1 Selection of testing approaches, levels, cov-
erage, and metrics (RQi1)

IV-B1.1 Selection of Testing Approaches

During our survey data analysis, we learn that many
participants responded that they do not follow any specific
approach while testing IoT systems. This observation
prompted us to ask those who accepted to be interviewed,
to elaborate more on how they test IoT systems. 44.4%
mentioned that they mainly navigate throughout the sys-
tem, while 33.3% mentioned the use of simulation. They
also use model-based approaches and static analysis. One
participant mentioned ad-hoc testing to which there is no
specific or known approach used. We realize that many
practitioners may lack knowledge about different testing
approaches, which could explain the absence of specific
selection criteria in their responses.

Some IoT developers prefer to navigate through the real
systems while testing, while others use a simulation ap-
proach. Model-based and static analysis are also preferred.
However, the absence of specific selection criteria highlights

the necessity to develop a comprehensive taxonomy encom-
passing all testing approaches, which can be widely adopted
by IoT professionals.

IV-B1.2 IoT Layers and Levels for Quality At-
tributes Test

During the survey, we identified many quality attributes
from the traditional systems that are being considered for
IoT systems. We wanted to hear from the participants at
what layer and levels those attributes are used. 66.6%
of the participants mentioned that those attributes are
used for many layers. Some examples include security,
which is tested on the device, network, and application
layers, whereas performance is mostly checked on the
device and application layers. They also mentioned that
those attributes can be tested at different levels, mainly
unit testing and system testing. However, the decision to
choose specific testing levels (unit, integration, system,
or acceptance testing) is typically driven by project type
and customer requirements, rather than specific selection
criteria.
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Some quality attributes such as security and performance
are tested at multiple layers and at different levels of
testing. Other quality attributes are checked at the system
level when all components have been integrated. The choice
of testing level is determined based on the nature of the
project or customer requirements. We thus believe that
there is a necessity to have proper guidance on quality
attributes for IoT systems and how to test them.

IV-B1.3 Selection of Testing Metrics

We collected many metrics from the survey. Most of the
participants mentioned two metrics only, and we wanted
to know if those metrics are enough or not. 77.8% (7
participants) agree that the choice of metrics depends on
the project. 11.1% (1 participant) used more than two
metrics.

Requirements coverage, test case coverage, number of
defects detected, performance, response time, and func-
tional coverage are the top-recommended metrics for testing
the entire IoT system. At the component level, code cover-
age is required for the application layer, while security is
mostly needed for the device, application, and edge layers.
We observe that many metrics can be preferred for one
IoT system, but no specific metrics are common for every
system. It is therefore necessary to have proper guidance
for selecting the right metrics.

IV-B1.4 Selection of Test Coverage

From the survey data, most of the participants do not
use common test coverages. We asked those who accepted
to participate in our online interview to detail why they
consider those test coverages and ignore the others. 66.6%
(6 participants) mentioned that they want to ensure that
all the requirements have been implemented and tested,
while 55.5% (5 participants) highlighted the need to check
the functionality of the system as the reason.

We realized that requirements verification and function-
ality check are the main reasons for IoT developers to
decide which test coverage to use while testing IoT systems.

IV-B1.5 Root Cause Analysis

During the survey, many participants mentioned the use
of SpiraTeam for managing bugs. We want to understand
how developers identify the cause of the bugs. We ask
the participants in our interviews to explain how they
identify the cause of the bugs and the tools they use.
55.6% (5 participants) mentioned the use of log analysis,
while 22.2% rely on simulation techniques. AWS IoT and
fault injection are also mentioned. The participant P6
commented that “To understand the root cause of bugs, we
analyze the logs to understand the behavior of the system
and identify any abnormal or unexpected events. In our
logs, we record all system activities, capturing information
such as errors, warnings, and other relevant data”.

Log analysis is the most frequently used approach to
identify the cause of bugs in IoT systems. Simulation

and fault injection techniques are also used, while other
practitioners use the AWS platform for monitoring IoT
systems. This observation highlights the need for more tools
to help practitioners to track the root cause of bugs.

Summarized Answer to RQi1

Testing metrics, test coverage, testing levels, and layers to
test are decided on a project basis. Most of the participants
use log analysis to identify the root causes of bugs. System
navigation and static analysis are approaches that are
used by practitioners for testing IoT systems. However, no
specific criteria for selecting those approaches.

IV-B2 Recommended Research Community Con-
tribution (RQi2)

IV-B2.1 Lack of IoT Standards and Reference
Architecture

In our survey, 24 participants mentioned having been
impacted by the lack of standards, lack of reference ar-
chitecture, and the use of many protocols. We asked the
interviewed participants to explain what kind of impact
they faced. 66.7% (6 participants) mentioned communi-
cation issues between different devices, especially with
different message formats, while 44.4% (4 participants)
also mentioned security issues because some of the IoT
devices can be compromised.

The lack of standards introduces communication and
security issues in IoT systems and has a negative impact
on testing. This highlights the need for standards in IoT.

IV-B2.2 Actions to Overcome Testing Challenges

We ask all nine interviewees to propose research action.
The interviewees are allowed to give more than one sugges-
tion. 55% (5 interviewees) suggested security improvement
in IoT, while 33% (3 interviewees) recommended focusing
on the development of standards, test cases automation,
API development for IoT devices, and testing approaches.
Heterogeneity testing and testing framework both scored
22% (2 participants), while the testing environment got
11% (1 participant).

Security, standards, and test cases automation are
among the top concerns IoT developers are still facing.
APIs for smart devices and approaches for exhaustive
testing are also mentioned among the concerns raised by
IoT systems developers. We can conclude that security is
still the main concern for many IoT developers, along with
standards and test case automation.

Summarized Answer to RQi2

The participants proposed the research focus to overcome
testing challenges. Improving security (55.0%) is the top
recommendation. Standards (33.0%) and test case genera-
tion (33.0%) are also among the top recommendations from
participants.
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IV-B3 Testing artifacts Automation Prioritiza-
tion (RQi3)

All survey participants proposed some testing artifacts
to be automated. We requested the participants who
accepted to have an interview with us, to explain their
rationale when deciding on those testing artifacts. The
participants were allowed to provide more than one reason.
88.8% (8 participants) mentioned a reduction of testing
efforts (both time and money), while 44.4% specified the
reduction of errors that can occur in manual processes.

Automation of testing artifacts such as test cases and
test report results not only in reducing the efforts and
resources required to test, but also reduces errors.

Summarized Answer to RQi3

Prioritization of testing artifacts’ automation is based on
expected benefits such as reducing errors in the final system,
increasing test coverage, and reducing testing effort and
resources.

IV-C EclipseIoT Survey

After our own survey, we also mine the insights from Eclip-
seIoT surveys to understand the top testing challenges,
communication protocols, connectivity technologies, and
IoT middleware.

IV-C1 IoT Systems Testing Challenges (RQe1)

Fig.5a shows the developers’ top challenges. Security has
been the most popular concern from 2019 until 2021.
Although the number of concerned developers decreases
in 2022, security remains among the top three concerns.
Moreover, the percentage of concerned developers on con-
nectivity keeps growing over the years. Data collection and
integration are also among the top concerns. Performance,
privacy, and standards are also mentioned among other
concerns [55, 56].

We believe that the continual increase in connectiv-
ity concerns highlights the challenge of finding the right
technologies for IoT systems. The continual increase in
integration concerns underscores the lack of APIs, and
standards for many IoT devices.

Summarized Answer to RQe1

Connectivity and security are the top challenges in four
different surveys [55, 56, 57, 58]. Data collection and inte-
gration challenges are new challenges not identified in the
literature or in our primary survey.

IV-C2 Top Communication Protocols and Con-
nectivity Technologies (RQe2)

IV-C2.1 Communication Protocols

From the previous literature review study, we observed
that connectivity issue is among the top challenges. We

also observed the continual increase of connectivity con-
cern in this survey since 2019. To deepen our understand-
ing of connectivity issues, we extracted and collated data
on communication protocol usage. Fig. 5c presents the
most widely used IoT communication protocols. MQTT
is the most widely used IoT communication protocol
in 2021 and 2022. We observed a constant decrease in
HTTP/HTTPS usage from 2020 to 2022. TCP/IP has seen
a noticeable decrease since 2019 despite a slight increase
of 3% from 2021 to 2022. Websocket is mentioned only in
the 2019 survey [55], but its usage is low (26%) compared
to HTTP (49%), MQTT (42%), and TCP/IP (54%). No
data are collected on websocket since 2020.

We observe that MQTT is currently the leading protocol
for IoT communications because it tolerates intermittent
connections and reduces network bandwidth needs [84].

IV-C2.2 Top IoT Connectivity Technologies

We use the connectivity data for three years (2020 [56],
2021 [57], and 2022 [58]) to understand the most widely
used connectivity technologies. We did not find connec-
tivity data in the 2019 survey [55]. Fig. 5b shows the
trend in IoT connectivity technologies. We observed that
the top connectivity technologies used in IoT are WiFi
and Ethernet. Cellular (LTE, 4G, 5G) and Bluetooth are
also considered, despite their continual decline in their
usage over three consecutive years. Based on identified
challenges, we can observe that it is difficult for developers
to determine the best connectivity technology to use. The
results from the 2020 survey show that WiFi is the most
used at 44% followed by Ethernet at 39%. However, the
results of the 2021 survey show that Ethernet is the most
used with 45%, followed by WiFi at 40%.

We observe that WiFi and Ethernet are the top connec-
tivity technologies used in IoT.

Summarized Answer to RQe2

MQTT is the most popular communication protocol in 2021
[57] and 2022 [58]. Since 2020 [56], HTTP and MQTT are
the top two leading protocols. WiFi and Ethernet are the
two top technologies used for connection in all three surveys
[56, 57, 58].

IV-C3 Top IoT Cloud Platforms (RQe3)

In our interviews, interviewees mentioned the use of IoT
cloud platforms for testing, monitoring, and troubleshoot-
ing IoT systems. In EclipseIoT surveys, the developers
provided data on the IoT platforms they used. We analyze
the data to find the available IoT platforms. Fig. 5d shows
the top three cloud IoT platforms. Amazon AWS IoT is
the most used IoT platform, followed by Microsoft Azure
IoT. Google Cloud IoT Platform is the least used among
the three platforms. Other platforms such as Bosch IoT
suite and IBM Watson IoT platform are also used, but
their usage is low [58].

IoT platforms allow interactions among connected de-
vices with cloud applications and other devices. They
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Fig. 5: EclipseIoT Survey Statistics

support HTTP, WebSockets, and MQTT protocols. For
example, AWS IoT Device Simulator enables developers to
create and simulate hundreds of virtual devices, without
having to configure and manage physical devices [85].

Amazon AWS IoT is the most used IoT platform for
testing, monitoring, and troubleshooting IoT devices.

Summarized Answer to RQe3

Three top IoT middleware (AWS IoT, Azure IoT, and
GCP) are identified. Amazon Web Service (AWS) IoT is
the most popular among the developers in four surveys
[55, 56, 57, 58].

IV-D Relate Answers

We relate the answers to our research questions in this
study. We also relate the answers with the existing lit-
erature. Table XIII shows the relationship between the
answers within this study and the existing literature.

We conclude that the answers to research questions in
this study identified common challenges, testing levels,
testing layers, and testing approaches. We did not find any
contradicting answers, but we observed the complementar-
ity among those answers.

V. Discussions
We observe that there are many tools reported by

academia in existing literature review that are not men-
tioned by practitioners such as Héctor, Izinto, InterOpT,
F-interop, PatrIoT9, Fit IoT-Lab10, and CupCarbon11.
Other tools are reported by the practitioners but not
reported in the literature such as ThingSpeak12, Thing-
Board13, and JEst14. We argue that collaboration between
academia and industry can take full advantage of the
tools available from both sides and hence work together
to enhance them.

We also observe that the most important metrics con-
sidered for IoT systems testing such as response time,
code coverage, requirements coverage, and the number of
defects are the same for both practitioners and academia.
We identify some metrics such as the number of mutants
killed, number of requests per second, throughput, and
number of defects, reported in the literature, but not men-
tioned by practitioners. Likewise, we identify other metrics

9https://patriot-framework.io/
10https://www.iot-lab.info/
11https://www.cupcarbon.com/
12https://thingspeak.com/
13https://thingsboard.io/
14https://www.jest.it/tag/iot/
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TABLE XIII: Relationship Between the Answers

Primary
Survey

Interview EclipseIoT
Survey

Relate Answers in Current Study Relate this Study with Literature re-
view Study

RQs1:
Testing
approaches

RQi1: Testing
approaches
selection

- Survey Findings:
• Component-based approach is more popular.
• Model-based and test-driven development are

also popular.
Interview Findings:

• System navigation and static analysis are two
approaches not mentioned during the survey.

• Model-based approach is popular in lit-
erature and among practitioners.

• System navigation and static analysis
approaches are not mentioned in the lit-
erature review.

RQs2:
Quality
attributes

RQi1: Quality
attributes
testing

- Survey Findings:
• Fourteen quality attributes are mentioned for

IoT systems.
Interview Findings:

• Quality attributes are tested at different layers
(device layer, network layer, cloud layer, and
application layer).

• Quality attributes are tested at different levels
(unit, integration, system, and acceptance test-
ing).

• IoT layers to consider when testing IoT
systems, different levels of testing, and
quality attributes considered for IoT
systems testing are identified in both
literature and among practitioners.

• This study shows that the quality at-
tributes can be tested at different layers
of IoT and at different levels of testing.

RQs3:
Testing
artefacts
automation

RQi3:
Automation
prioritisation

- Survey Findings:
• Test case, test data, test report, and test strat-

egy are testing artifacts identified.
• Many practitioners recommended automation

of test case generation.
Interview Findings:

• Reduction of time to test, reduction of errors,
improved robustness, minimization of repeti-
tive efforts, and increased productivity are top
criteria for automation prioritization.

• Test case automation challenge is com-
mon in the literature and among practi-
tioners.

• We argue that test case generation for
IoT systems deserves exhaustive study
to address the needs of many practition-
ers.

RQs4:
Testing
challenges

RQi2:
Overcoming
challenges

RQe1: Practi-
tioners’ chal-
lenges

Survey Findings:
• Lack of standards, limited resources, communi-

cation protocols, lack of reference architecture,
and test case generation are top identified chal-
lenges.

Interview Findings:
• Improving security, development of standards,

and test case generation are top recommended
areas of focus for the research community.

EclipseIoT Surveys Findings:
• Security, connectivity, data collection, and inte-

gration are the top challenges reported by the
developers.

• Lack of standards can have a negative impact
on security, connectivity, and integration.

• Lack of standards, lack of reference ar-
chitecture, security testing, connectivity
issues, testing approaches, and test case
generation are common challenges in the
literature and in this study.

• Deployment, monitoring, debugging,
heterogeneity test, and privacy testing
are challenges identified in the literature
but not mentioned in this study.

such as the number of active clients, number of connected
devices, and packet loss, mentioned by practitioners but
not mentioned in the literature.

We further notice that practitioners often mix up testing
metrics with quality attributes. Performance, scalability,
reliability, security, and accessibility are all mentioned
among the metrics. However, the practitioners need the
metric to assess those quality attributes instead of using
them as metrics. Exhaustive studies on IoT testing metrics
can help both industry and academia to choose the right
metrics to consider when testing IoT systems.

Testing levels such as unit testing, integration test-
ing, system, and acceptance testing are covered by both
academia and industry. Integration and unit testing are
reported as the most considered testing levels by both
academia and industry. Based on our previous review of
the literature [86, 87], system testing is the least considered
testing level by scholars, whereas acceptance testing is
the least considered among practitioners. We believe that

acceptance testing in the industry could be the most
important test to ensure that the system is checked against
its requirement specifications across all the layers.

Both industry and academia suggested that the test
case generation process is the most recommended task for
automation. Test case automation can reduce the time
required to test, reduce errors in the system, increase
test coverage, improve robustness, and minimize repetitive
efforts when testing. We believe that there is a need for
exhaustive studies of test case automation in IoT systems
for end-to-end testing.

From both academia and industry, challenges are re-
ported while testing IoT systems. Many challenges such
as deployment, debugging, monitoring, heterogeneity test,
and reusability test are reported by academia but not
mentioned by practitioners. New challenges such as data
collection and integration challenges are identified in this
study but are not identified in the existing literature.

Usability and availability are two quality attributes in
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IoT systems reported by practitioners, but not identified
in the existing literature addressing IoT systems testing.
However, all other quality attributes mentioned in the
literature [3], are also mentioned by the practitioners.
We argue that the list of identified quality attributes is
not exhaustive, and therefore, a further study on IoT
quality attributes could provide better guidance to both
practitioners and researchers.

Lastly, testing approaches, test-driven development,
simulation, requirements, and model-based testing are
commonly mentioned by both researchers and practition-
ers. Some approaches such as fault injection, fuzzy testing,
fault tree analysis, pattern-based, mutation-based, and
combinatorial testing are identified in the literature but
are not mentioned by practitioners. Static analysis and
system navigation approaches are mentioned by the practi-
tioners, but not identified in the literature. We believe that
an exhaustive study on IoT systems testing approaches is
needed to find all possible testing approaches that can be
used for testing IoT systems.

VI. Threats to validity
This section summarizes internal, external, and conclu-

sion threats to the validity of this study.

Internal Validity: During the survey design, we de-
fined twenty questions and grouped them into three sec-
tions. We designed the initial survey and conducted an
internal review based on our research questions. We used
internal review feedback to improve the survey design be-
fore sending it out to the practitioners. Despite conducting
an internal review, it is possible that some options are
omitted unwillingly from the list of possible answers to
some questions. To minimize this threat, we provided an
option for the practitioners to provide their own answers
if not listed among the provided options.

On the distribution channels to reach out to the practi-
tioners, we tried our best to reach as many practitioners
as possible. Initially, we visited the websites of vendors
of IoT solutions and device providers to find information
about practitioners. We also reached out to IoT research
labs and requested them to distribute our survey to the
practitioners connected to those labs. However, this was
limited only to a few research labs. To minimize the threat
of missing some practitioners, we used alumni groups of
some universities. In this case, we used four alumni groups
namely: Carnegie Mellon University, USA; Concordia Uni-
versity, Canada; Vellore Institute of Technology, India;
and COMSATS University Islamabad, Pakistan. We also
used three social media websites: Facebook, Twitter, and
LinkedIn to get more practitioners based on their profiles.
This helped us to get more IoT practitioners that we could
not identify by other means.

Regarding the position of participants, we were aware
that some of the IoT companies may not have specific
roles for IoT systems testing. To minimize this threat, we
targeted more job titles that we believe at some point are
involved in IoT systems testing.

We knew that participants may not have enough experi-
ence and have biased answers due to the lack of knowledge.
We mitigated this threat in three ways: ➊ We did not
provide any incentives for practitioners to participate,
➋ We allowed the participants to skip the question if they
do not have enough knowledge to answer that question
and, ➌ We conducted interviews with the participants who
agreed to be contacted.

We analyzed the data manually using Excel for clear
data validation. There is a possibility to have some errors
in our analysis. Therefore, we conducted different review
sessions among team members to check the accuracy of
the analysis.

External Validity: We collected 49 responses from the
survey participants, which might not be a good represen-
tative sample. Therefore, the results are not mineralizable.
However, we believe that this is acceptable because getting
answers from many IoT practitioners is not an easy task.
Because, IoT is an emerging domain in its embryonic stage,
some of those involved may not accept to participate in
surveys and interviews. To the best of our knowledge, this
is the most we could achieve in terms of the participants.

We observed more participants in the EclipseIoT survey,
but the information provided could not be used for all of
our research questions. We believe that our sample is still
reliable that helps to provide results based on the answer
of 10 practitioners having more than 5 years of experience
in IoT systems. Moreover, we also have a big sample size
for EclipseIoT surveys, with at least 600 participants per
year.

Conclusion Validity: The information from our study
may show some threats to the validity of our conclusion
because either some facts are not provided in the partic-
ipant’s responses or the participants gave contradicting
or ambiguous answers. However, this threat is acceptable
because we use the interviews for the purpose of mitigating
and discussing the answers of participants.

VII. Conclusion
Several research works proposed state-of-the-art ap-

proaches for IoT systems testing. However, there is still a
need to study IoT systems testing from the perspective of
industry practitioners. We presented in this paper, a multi-
method study of IoT systems testing in industry with IoT
practitioners. We used three methods: ➊ a survey with 49
practitioners about testing IoT systems, ➋ interviews with
9 practitioners about testing decisions, and ➌ an analysis
of the data from the four surveys conducted by EclipseIoT
with IoT systems developers.

We defined four research questions pertaining to IoT
systems testing for the survey, three for the interviews, and
three for EclipseIoT surveys. We analyzed the extracted
data to find answers to the research questions. We pro-
vided the following contributions:
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1) Identified the main challenges faced by IoT practition-
ers when testing IoT systems to guide future research.

2) Compiled the top quality attributes considered for
IoT systems.

3) Identified testing tools available, testing approaches
considered, testing metrics selected, test coverage
used, testing levels considered, and the most tested
layers in IoT systems.

4) Provided top artifacts to consider for IoT system
testing automation.

5) We summarized top IoT protocols, technologies, and
IoT middleware.

6) Discussed lessons learned to guide future work.
We reported that ➊ testing focuses more on the device,

network, and application layer. Integration testing is the
most considered testing level, whereas acceptance testing
is the least considered. Test coverage is the top metric
for IoT system testing, and the choice of metrics varies
based on the project. ➋ Model-based approach is popular
for IoT system testing. IoT system testing is still manual
or semi-automated, whereas the adoption of white box
testing is low. Node-RED is the most used tool in testing
IoT systems, while Amazon AWS IoT is a popular cloud
platform for testing IoT devices. ➌ Log analysis is the
main approach to analyzing the root cause of bugs. Log
analysis provides valuable insights into a system’s behavior
and allows for identifying abnormal or unexpected events.
Logs are records of system activities, capturing informa-
tion such as errors, warnings, and other data. By analyzing
these logs, developers can trace the sequence of events
leading to a bug, identify the specific conditions or interac-
tions that triggered it, and pinpoint the underlying causes
[88]. ➍ Top challenges in IoT systems testing include lack
of standards, security, connectivity, and lack of reference
architecture. Test case generation and standard approach
for IoT systems testing are the top-recommended research
focus.

Our work is beneficial for both IoT practitioners and
the research community. It provides state-of-the-art of
IoT systems testing by covering the testing tools, testing
approaches, testing levels, quality attributes, testing met-
rics, test coverage, testing artifacts, IoT layers tested, IoT
protocols, IoT middleware, and testing challenges. It also
provides insights for future research.

In our future work, we will focus on a model-based
approach for testing IoT systems. We will conduct exper-
iments on semi-automated approaches for end-to-end IoT
systems testing.

VIII. Lessons Learnt
Throughout the course of our study, we learned several

lessons that can guide and inform future studies. ❶ Our
analysis reveals a notable disconnect between the industry
and academia. While various testing tools and approaches
have been mentioned in the literature, it is surprising to
note that many practitioners who participated in our sur-
vey were not familiar with them. This underscores the need

for a good collaboration between industry and academia.
Such collaboration can enable industry practitioners to
adopt the most effective practices recommended by schol-
ars, who can better address the needs of the industry.
❷ There are several developer tools proposed in the exist-
ing literature, such as testbeds, emulators, and simulators.
However, the availability of testing tools for end-users
remains scarce. Moreover, the existing tools for end-users
address a few testing aspects, such as performance, con-
nectivity, or interoperability. Our findings underscore the
pressing need for more tools to test IoT systems, as well
as an improvement for the existing tools. ❸ Despite the
availability of various testing approaches, it is surprising
to note that many practitioners do not adhere to any
approach when testing IoT systems. This may indicate
that the existing approaches do not entirely fulfill their
requirements. We believe that the development of effective
testing approaches is necessary to cater to the needs of
industry practitioners. ❹ While scholars and practitioners
proposed various quality attributes and metrics, our study
has revealed some quality attributes that may be relevant
to IoT systems not commonly known by practitioners.
There is a need for a comprehensive study on quality
attributes and metrics that can guide both practitioners
and scholars in IoT systems testing. ❺ Practitioners and
scholars may use testing concepts interchangeably, which
can lead to confusion due to different interpretations. For
instance, testing metrics, such as reliability or availability,
are sometimes referred to as testing types by some scholars
and practitioners. IoT testing taxonomy can facilitate the
use of shared terminologies among both practitioners and
scholars.
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Appendix
A Other Tables

TABLE XIV: Data Extraction Template

ID Item Description

D1 Year Year the survey was conducted

D2 Participants Number of the survey participants

D3 Challenges Top challenges affecting development
and testing

D4 Communication
Protocols

Top Communication Protocols such as
HTTP, CoAP, MQTT, etc.

D5 Connectivity
Protocols

Top Communication technologies such
as WiFi, Bluetooth, etc.

D6 Middleware Software that acts as an intermediary
between IoT devices and applications
helps to integrate and manage IoT de-
vices and services within a connected
system.

TABLE XV: Embedded Systems Testing Tools

Tools #P %P

Tessy 2 8.0%
Arduino IDE 2 8.0%
Node-RED debug panel 1 4.0%
Wireshark 1 4.0%
TestPlant 1 4.0%
Serial Monitor 1 4.0%
① #P: Number of participants; %P: Percentage of participants.

TABLE XVI: Test Coverage for IoT Systems

Test Coverage # P % P

Code coverage 37 82.2%
Requirements coverage 27 60.0%
Functional coverage 25 55.6%
① #P: Number of participants; %P: Percentage of participants.

TABLE XVII: Layers for IoT Systems Testing

Layer # P % P

Application Layer 30 63.8%
Network Layer 26 55.3%
Device Layer 24 51.1%
Cloud Layer 12 25.5%
Business Layer 5 10.6%
① #P: Number of participants; %P: Percentage of participants.

TABLE XVIII: IoT Architectures Tested

Architecture # P % P

3-Layers 25 52.1%
4-Layers 24 50.0%
5-Layers 6 12.5%
① #P: Number of participants; %P: Percentage of participants.

TABLE XIX: IoT System Testing Automation Status

Automation status # P % P

Semi-automated 29 59.2%
Manual 20 40.8%
Fully automated 0 0.0%
① #P: Number of participants; %P: Percentage of participants.

TABLE XX: Impact of Standards, Reference Architecture,
and Protocols

Category # P % P

Impact 24 75.0%
No Impact 6 18.8%
Somehow 2 6.3%
① #P: Number of participants; %P: Percentage of participants.

TABLE XXI: Artifacts for Testing Automation

Artifact # Participants % Participants

Test case 40 90.9%
Test data 24 54.5%
Test report 14 31.8%
Test strategy 8 18.2%
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