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Abstract

The Warfighter's Information PackagéWIP) is asuite
of distributed components that allowsisers toeasily
obtain information from diverse heterogeneousdata
sourcesand to display the results in aiser-defined
predictable manner.

WIP is based on research performadder DARPA's
Intelligent Integration of Information program. WIP
uses acombination of Aland non-Al technologies to
take advantage of thenformation push technology
being developed foDARPA’s Battlefield Awareness and
Data Dissemination (BADD) program, and being
deployed during the Fall of 1998.

Together, theWIP componentscreate adistributed
system that serves as a valuable tfm information
analysis by: 1) allowingthe user to definehigh-level
information productsjnformation packageswhich are
parameterized bwser interests and specific tasks and
roles; 2) providing aweb-based package viewehat
dynamically constructs packages for thger on demand
and performs value-added information linking; 3)
allowing users to make high-value compleormation
requests that can span multipiata sources without a
priori knowledge of the schema of the sourcemd 4)
monitoring data sources and anticipating useful
modifications to a user’s information package.

1 Problem Description

The Warfighter's Information Packager (WIP)system
addresses the problem of how to supportribeds ofusers
to view and manipulaterequired data in arinformation
push environment. In such an environmemaditional
query-based dataetrieval is replaced by asynchronous
information delivery based on information profiles
registered with sources.

Information push isintended toaddressthe following
problem:When information isgenerated inmany sources
and on acontinual basis, it is onerowand inefficient to
require users to issue multipleepeated queriefor their
information. It would be far more efficient if

{ylee,slosh}@ict.atc.Imco.com

mzev@isx.com

responsibility for disseminating the informatiowere
transferred tahe sources. The sources contain doeual
information and can morereadily detecthanges. In such
an architecturethe consumer registers anformation
profile with the source, or with a systeoverseeing the
source, that describes the kind of information they need.

There aremany ways in which such a scheme may be
implemented. Th&ADD program was established teal
with the issue of information push in hattlefield
environment. BADD has chosen aarchitecture wherein
profiles are registered with a central Information
DisseminationManager(IDM), andthe IDM ensures that
datamatching the profiles igransferred tothe deployed
sources. This stilleaves open the questions of how to
construct and use applications thegiuirethe pusheddata,
and how todeterminewhich profiles must beegistered in
order to support these applications. The WIP system
addresses these issues.

WIP provides end-users with a facility fproducing an
information package WIP, using IDM, ensures that
necessarydata is pushed todeployedsources when it is
available. Aninformation Integrator satisfies information
package queries byetrieving data from the deployed
sources. Throughout both the specificatan utilization
of the product, arnticipatorcomponent observes user and
world eventsandmay trigger the modification of existing
packages. This capability allows profiles to bepdated
dynamically, in response to changing circumstances.

The specific problems that WIP addresses are:

1. The warfighter has a task to perfoamd has specific
information needs. Information needs in BADD are
specified asprofiles that do notnecessarily match up
conveniently with actual source queries. Thidus to the
profile registration facility of the IDM having &nguage
far less powerful than familiardatabase querlanguages.
Furthermore, the context in which the taskds upbeing
performed mayequirevariation of the profile—something
that is hard for the end-user to anticipate.

2. The data is delivered tahe end-user's computer
environment in formats that mayliffer from one
environment to the nexdue to variations in data
management facilities.For example, onavarfighter may
have a database facility available for a certgpe of data,
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Figure 1: Information Package Specification

while another may not. In such a situation the @A
deposit the information in a file. For similar reasodeta
storage formatsised inthe deployed sources maydiffer
from thoseused in original sources against which the
profiles are registered. In additicataneededor a single
task mayend upbeing distributed overdifferent deployed
sources. The end result is that any processindgpibyed
information will necessarily involve an information
integration and/or translation task. Making Wigckages
portablerequiresthat this integration bdone in a general
manner and that queries tioe information integrator be at
a semantic levelindependent of precissourcesused and
their organization.

We have chosen taseselected Altechnologies, some
developed agart of DARPA's Intelligent Integration of
Information (13) program, to address this problem.

2 Application Description

This sectiondescribesWIP’s product specification phase
and product utilization phase Both phases complement
each other, and the IDM, to provide an end-to-end
information push system.

2.1 Information Package Specification

Figure 1 presents thearchitecture of the product
specification phase. Durintpis phase, thaiser interacts
with the Product Packager tadefine the information
package and the information profiles ultimatedguired for
its successfulutilization. It consults thelnformation
Integrator inorder to determinewhich sourcesare to be

their organizatiorand DBMS may differ) the Information
Integrator can providéne Product Packagewith necessary
information to locate theappropriate sources.Defined

profiles are handed to the Packadgndlerfor local storage
and for IDM registration. Theyare also handed to the
Anticipator to infer userand world events thatwould

necessitate modification of the information package.

The following sectionsdescribe the operations and
capabilities ofeach ofthe modules in Figure 1 imore
detail.

2.1.1 Product Packager

The Product Packager: a)lows the user tadefine high-
level information productsinformation packages which
are parameterized byser informationneeds andspecific
tasks and roles; 2) describes how the information should be
formattedwhen presented tdhe user; 3)provides aweb-
basedviewer that dynamically constructpackages for the
user on demand andperforms value-addedinformation
linking.

The ProductPackagermodule, developed atlSX, is
composed oftwo main components: th@ackage Editor
andthe Product Viewer. TheéPackage Editor provides an
environment for creating informatiopackagetemplates.
These templatemiclude parameterized querieand display
formatting information. WIP’s query description
methodology allows users to easilgescribe their
information needs based on a descriptive dornaiology.
WIP’s parameterization allows the dynamic modification of
the precisesemantics ofquerieswithout revisingqueries.
This is accomplished by providindate-time binding of
variables within the query expressions, enabling
information requirements such as: “Get the target
information for all targets ortoday’s target list” to be
expressed.

The Package Editoalso performs the registration of
necessarylataprofiles so thadatacan bedeployed to the
user’'s system. The Product Viewer, discussed more
thoroughly in Section 2.2.1collects the information
results from the information integrator modufeymats
them based on the formdefined inthe packageemplate,
and displays the packaged product to the user.

2.1.2 Information Integrator

The Information Integrator module is an application of
SIMS Al technology, developed at USC/ISI. SIN8rves
as a singleaccesoint for informationdistributed over a
collection of heterogeneowatasources. Theunderlying
technology is described inSection 3.2. During the
specification phase, the Informatiomtegrator uses its
knowledge of the distribution of data over sources
accessible tahe IDM (alsomirrored, as noted earlier, by
the distribution of potentialdata over local deployed
sources) to providéhe Product Packagewith the identity

of sources against which profiles must be registered. This
enables thepackagebeing defined tohavethe information

monitored. Since the local, deployed sources are mirrors of required for its operation attilization time. Furthermore,

the original sourceaccessibléhrough the IDM, (even if

SIMS’ capability todeterminewhich querieswill have to
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Figure 2: Information Package Utilization

be asked of each component source to satisfypdickage’s
needs is used byhe Product Packager. Thpackage
definesthe profiles that will eventually bbanded to the
Package Handler for processing and registration.

2.1.3 Profile Anticipator

The Profile Anticipator dynamically updates user
information needs inresponse to circumstancésat have
changed since theriginal information profile waslefined.

It handles conditionadnd unexpectednformation needs of
users,once their basic informatiomeeds are registered.
“Basic” information refers to required information to be
delivered atall times, while “conditional” information
refers to data to bdeliveredonly when acertain condition
is met (e.g., only when the missiondesmpleted,send me
the video image of the target). The Anticipator is an
integral part of the WIP system not only tchieve
dynamic intelligent information packaging but also to
simplify the complexity of package entry.

Upon notification of an information profile
registration, the Anticipator examiness contents and
generates ananticipator profile for that user. An
anticipator profile specifies the conditionaderwhich the
user’s profile needs to be modifidgor example, as aser
moves from one location to another, the Anticipator
monitors the user'surrentlocation toupdateinformation
needs that may change. The anticipator profitedgstered
through the Product Packager just as the user’s information
profile is registered. The Anticipator thengenerates a
package monitor that continuously and periodically
requeststhe data for this package from the Product
Packager to checkthe occurrence of“significant” and
“interesting” events. When such eventare detected, the
monitor notifies the Anticipator that thenarries out
appropriateactions, i.e., thaiser’s information profile is
updated. When a user's information profile deactivated,

the associate@nticipator profileand its packagemonitor
are also deactivated.

The Anticipator maintains a rule base fmovide
domain-specific knowledge necessary for generating the
anticipator profiles and to specify definitions of
“interesting” events and associated approprations. The
Anticipator rules are represented in OEM (Objexthange
Model [Goldman et al. 96]), and implemented in Java.

2.1.4 Package Handler

The PackageHandler maintains a local store obrofiles
definedspecifically by WIP,handlescommunications, and
registers and de-registers these profiles with the IDM.

2.2 Information Package Utilization

In the package utilization phase, packagesrun andtheir
information can be viewedand manipulated by theend-
user. The package typicalheedsspecific information—it
requests data from the Information Integrator, witjobries
the deployed sources. The Profile Anticipator will monitor
those same deployed sourcés the Informationintegrator

in order to updateisers’ information profiles, ibnd when
necessary.

Figure 2 presents tharchitecture forthe information
package utilization phase. The following sectiolescribe
the operationgnd capabilities ofeach ofthe modules in
more detail.

2.2.1 Product Packager

During the package specification phase, faekage Editor
was responsible for user interactions. Howederjng the
packageutilization phase thé&roduct Viewer isthe focus

of the system’s operation. During thepackage
specification phase théroduct Packager enhances a user’s
ability to analyzeinformation by allowing thecreation of
query expressions based on a high-level domain model, and
by defining the formats of results both omaery byquery
basis and the package as avhole. In this phase, the
Product Packager manages the returned informatiordéen

to provide the user witladditionalsemantic insight to the
data.

Using the Product Viewer,the userrequeststhat a
package be displayedThe ProducPackager retrieves the
requestegpackagefrom the PackageHandler andsubmits
the package’s queries tthe Information Integrator. Upon
receipt ofthe queriedinformation, the Product Packager
aids the user by identifying semantimks among the
user’srequestednformation and that requested byothers,
including information gathered on behalf of the
Anticipator.  The Product Packagethen formats the
information asspecified inthe packageand renders the
package, dynamicallybased on the user’s currently
available bandwidth and displayptions, using thé&roduct
Viewer.

While formatting and rendering the package, the
Product Packageaddshyperlinks to thevalue-addedinked
information.



2.2.2 Information Integrator

In this phase the Informatiorintegrator performs its
“standard” function ofjueryanswering. ltreceivesqueries
from the Product Packageandthe Anticipator fordata in
the local sourcesand providesit. The queries are in a
high-level languageising terms from thelomain model
(seeSection 3.2for details), hiding from the other WIP
modules the details of source distribution, organization and
language. The sampackagewill work in different
environments as long as the Informatidntegrator's
description of the available sourcesrévised to reflect the
specifics of the local situation.

2.2.3 Profile Anticipator

Becausethe Anticipator can add and update auser's
information needsjnformation packages caontain new
information the usedoesnot specify in his/her profile.
The operation of the Profile Anticipator is notodified

during the packageutilization stage,and it performed its
monitoring of data sourcesregardless oluser interactions
with the Product Viewer.

2.2.4 Package Handler

During the utilization phase, theackageHandleracts the
same as during the specification phase.

3 Use of Al Technology

3.1 Product Packager and Profile Editor

3.1.1 Information Package Template Selection
In military situations, such as the one WIRJesignedor,
it is typical that many userBavethe same or a similar
data capacity. For this reason and foreffeciency of use,
having pre-stagedinformation packagetemplates (IPTs)

define a role as some set of attributes common ttPals.
Once a role is established for an IPT iuged aghe index
to find it again.

Collecting theappropriatelPTs for a user isnot as
simple as performing find in a relationaldatabase. The
determination of which IPTs are suitable canbbsed on a
data-driven, rule-basednethodology.  Within military
operations thereare very specific rules about how
information can flow, typically this means up through the
chain of command. An example hdhis might work is
as follows: a tank compangommander inthe Bosnian
theater is interested in creating an appropriB€. An
appropriate set of IPT might be: one for tasdmmanders,
one for the Bosnian theater, one for the armijowever,
an IPT for a battaliorwould not be appropriate. The
battalion commander inthe sametheater might get the
tank commander'dPT plus IPTsfor artillery companies.
But if no IPT exists for the battalion level for Bosnia, a
battalion level IPT for Europmight beappropriate. The
IPT selectionprocess isdefinedwithin an expert system,
using a rule-based domain ontology.

3.1.2 Semantic Linking of Information

The ProductPackager managethe information that is
returned from the information integrator for all users of the
WIP system at a givermleployedsite. As thePackage
Products are requested and viewed via the Product Viewer, a
request ismade tothe Informationintegrator to gather the
data.Using arule-basedlomainontology as a guide, the
Product Packager revievadl the data gatheredrom all
users and makes a determination whethéne data is
relevant to the information requested inthe original
package. For instance, if th@ackagehas beerregistered

to a tank unit andveatherdatahas beercollectedand it is
raining, theProduct Packager would determitigat road
conditions would be a usefupiece of information to
include. If road conditions for th@ppropriate geographical
area areavailable, then thd’roduct Packagewill add a

would be advantageous. However, because it is impossible hyper-inked connection to the origing@ckagepointing to

to predeterminethe informationneeds ofevery user, a
better way is to establish IPTs thaflectthe information
needs based on @mcapsulation of a particular user role.
For instance, it would be far easier to determinegireral
information needs ofsomeone in the Bosniaheater and
store that as a specifieT, store the informationeeds of

a tank commander in separatdPT, etc. Thenwhen the
user needs to register an information packageceesonly
describehimself by his roles (e.g. tardommander in the
Bosnian theaterand aspecializedlPT can be constructed
based orthe aggregation of smaller, specific information
package templates.

The ability to perform the aggregation of IPTeelies
on the definition of roles for both the usersdthe IPTs.
The purpose of a role is arovide ameaningful way of
recognizing an IPT by the type of informatioaquests
containedwithin it. An IPT’s role does not necessarily
identify it uniquely, but itserves as a way to measure the
commonalitybetweenthat IPT andothers. Thedea is to

the value added data.

3.2 Information Integrator

The Information Integrator module is an application of
SIMS technology in thebattlefield data dissemination
domain. The overall goal of the SIMS8oject atUSC/ISI

is to provide integrated access itformation distributed
over multiple, heterogeneous sources:databases,
knowledge bases, flat file§Veb pages, programs, etc. In
providing such acces§IMS insulates human users and
application programs from theeed to be aware of the
location of sourcesnd distribution of queried data over
them, individual source query languages, their
organization, data model, size, and so forth. The
processing of userequestsshould be robustcapable of
recoveryfrom execution-time failureand able to handle
and/or report inconsistencyand incompleteness ofdata
sources. At the same time SIMS has the goal of making



the process of incorporating new sourcessample and
automated as possible.

The SIMS approach tothis integration problem has
beenbasedlargely onresearch inArtificial Intelligence,
primarily in the areas of knowledgerepresentation,
planning, and machine learning.  Amodel of the
application domain is created, using a knowledge
representatiorsystem to establish fixed vocabulary for
describing objects in the domain, their attributes and
relationships among them. Using thiscabulary, a
description iscreatedfor eachinformation source. Each
description indicates the data model usedh®y source, the
guery language, netwothkcation, size estimates, etc., and
describes the contents of its fields in relation to dbmain
model.  SIMS’ descriptions of different information
sourcesare independent of eaddther, greatly easing the

process of extending the system. Some of the modeling is their expressive event descriptions.

aided bysourceanalysissoftwaredeveloped apart of the
SIMS effort.

Queries to SIMS are written in a high-level language (a
subset of SQL or Loom) using the terminology of the
domain model —independent ofthe specifics of the
information sources. Queries need not contain information
indicating which sourcearerelevant to their execution or
wherethey arelocated. Queries doot need tostate how
information present in different sources should be joined or
otherwise combined or manipulated.

SIMS uses @lanner to determinbow to identify and
combine thedatanecessary to process a query. lipre-
processing stage, aflatasourcespossiblyrelevant to the
query areidentified. The planner then selects a set of
sourceghat contain thejueriedinformation and generates
an initial plan for the query. This plan is repeatesfined
and optimized until it meets givenperformance criteria.
The plan itself includes, naturallysub-queries to
appropriate information sources, specification of locations
for processing intermediate data, and parallel branehes
appropriate. The&SIMS system therexecutesthe plan.
The plan’s execution is monitorednd replanning is
initiated if its performancemeets withdifficulties such as
unexpectedly unavailablources. It is also possible for
the plan to include explicit replanning stepfter reaching
a statewheremore is known about theircumstances of
plan execution.

Changes to information sourceare handled by
changing source descriptiongnly. The changes will
automatically beconsidered bythe SIMS planner in
producing futureplans that utilize information from the
modified sources. This greatly facilitates extensibility.

A variety of detailed publicationsdescribingSIMS is
available (e.g., [Arens et al 96], [Arens et al 93],
[Knoblock 95], [Knoblock 94]).

3.3 Profile Anticipator

The current prototype Anticipator moduledeveloped at
LM/ISC, implementsdata-driven, rule-basednticipation
of information needs: data sources are continuously

monitored for occurrences ofinteresting events. When
such events occur, one or more anticipation ratedired
to updateuser’s informationneeds. Researchers both
database (source subscription) and Al (knowledge
engineeringand representation) havenabledthe current
approach.

The anticipator usedomain-specifiqules todetermine
data sources to be monitored, conditions (interesting
events) to bechecked, andctions to beexecuted when
conditions are met. The anticipator rulesre obtained
through standardknowledge engineering techniquesth
military experts. All rulesaredeterministic,i.e., there is
no probabilisticinference. The rulesare describedising
high-level domain termandthe translation of these terms
to source specifiterms is performed bythe Information
Integrator module. A keyeature ofanticipator rules is
Currently, a limited
set of event descriptions is possible including comparisons
of values of multiple attributes in two information
packages.

The rulesare represented iI®EM, takingadvantage of
its flexibility (less structural constraints)and self-
declarative andgelf-describing features. It iworth noting
that anticipator rules contain neithefata source nor
implementation specifianformation. For example, to
generate sourcemonitors, rules specify sources and
possibly attribute names, but ndatabase queries some
query language (e.g., SQL).

The WIP anticipator module alongith the Package
Handler is anextension of Profileand Event Manager
components of Intelligent Information Dissemination
Server (IIDS) [Dukes-Schlossberg &t, 97], and is an
implementation of an ongoingeffort toward a fully
automated information profiling system. \&ee currently
designing an advanced information profilisgstem,which
uses bothBayesiannetworks and anticipation rules to
predict user’'s information needs from their identity
information such as user type, locatiostatus, and
mission. That is,rather than explicitly askingwhat
information is needed, users’ information needs are
predicted andtheir information profiles automatically
constructedfrom what and where they are, and what
mission they are engaged in.

4  Application Innovation

The design ofthe BADD system, asenvisioned by
DARPA and executednderits guidance, doenot involve
any technology that could h#assified agart of Artificial
Intelligence. The participants in the effort describedhiis
paper found that the incorporation additional technology
based on Alkesearch antechniques couldelatively easily
(e.g., using an order of magnitude smaflerding) provide

a very substantial added value. The information integration
functionality provided by the Information Integrator, which
uses Al planning technology, enables WIP to be
operational ondifferent information sources immultiple



existences, including databases, legacyinformation
systems and the World Wide Web. The semantic
information linking function ofProduct Packager and
anticipating functiorprovided bythe Anticipator, both of
which use domain ontology and rule-based Al
technologies, significanthextendWIP’s usability to the
end users. Combined, these two functions not only
provide information thatdirectly meets usersheeds, but
also supply and present contextand other related
information that makes the required information
meaningful.

We wouldalso like to point out that although WIP is
developed for the BADBystem in a military domain, the
conceptand WIP system itselfcan be easily applied to
other applications. Specifically, Wigan beadapted to a
personal digital assistant in an informatiomich
environment to help a user collect informatibased on
particular informatiomeeds.The informationcanthen be

presented in a format compliant with the user’s preferences.

5 Evaluation

The WIP system is the integration dhree distinct
technologies: information integratiomproduct packaging
and information anticipation. Thaevelopment of each of
these technologies has bgaursued independentlgnd the
integration of components has takepface inthe past

between some of the contributors. Prototype systems with

limited functionality exist for the components of the
Product Packager. The Information Integra(®MS),
responsible for satisfying information requestsgusrently
supporting several projects irextendedprototype form.
The Anticipator, which is responsible for anticipating

users’ information needs, is currently in development. The

development scheduleurrently places the integration of
WIP with the rest of theBADD system during the
Summer of 1998. BADD will then be deployed as a
working system in the Fall of 1998.
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